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ARTWORK

The cover artwork of this book continues the freedom theme of the �rst
edition of \The O�cial Samba-3 HOWTO and Reference Guide". We may
look back upon the past to question the motives of those who have gone
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take the time to think through what may lie ahead. Above all, take stock
of the freedom of choice that Samba provides in your world, and enjoy the
new potential for seamless interoperability.
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domain member servers as well as Samba domain control (PDC/BDC) and
�nally describes in detail a large distributed network with branch o�ces in
remote locations.

2.3 Worked Examples

The con�guration examples are designed to cover everything necessary to
get Samba running. They do not cover basic operating system platform
con�guration, which is clearly beyond the scope of this text.

It is also assumed that Samba has been correctly installed, either by way
of installation of the packages that are provided by the operating system
vendor or through other means.

2.3.1 Standalone Server
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Example 2.3.1 Anonymous Read-Only Server Con�guration� �
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The information above (following # Global parameters) provides the com-
plete contents of the /etc/samba/smb.conf �le.

2.3.1.2 Anonymous Read-Write Document Server

We should view this con�guration as a progression from the previous exam-
ple. The di�erence is that shared access is now forced to the user identity of
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Example 2.3.6 Member Server smb.conf (Shares and Services)� �
[ homes ]

comment = Home D i r e c t o r i e s
v a l i d u s e r s = %S
read only = No
browseable = No

[ s p y t f u l l ]
comment = Accounting Appl i ca t ion Only
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group: files winbind
hosts: files dns winbind

7. Set the password for wbinfo to use:

root# wbinfo --set-auth-user=root%’bigsecret’

8. Validate that domain user and group credentials can be correctly re-
solved by executing:

root# wbinfo -u
MIDEARTH\maryo
MIDEARTH\jackb
MIDEARTH\ameds
...
MIDEARTH\root

root# wbinfo -g
MIDEARTH\Domain Users
MIDEARTH\Domain Admins
MIDEARTH\Domain Guests
...
MIDEARTH\Accounts

9. Check that winbind is working. The following demonstrates correct
username resolution via the getent system utility:

root# getent passwd maryo
maryo:x:15000:15003:Mary Orville:/home/MIDEARTH/maryo:/bin/false

10. A �nal test that we have this under control might be reassuring:

root# touch /export/a_file
root# chown maryo /export/a_file
root# ls -al /export/a_file
...
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Linux distributions tend to install the Idealx scripts in the /usr/share/doc/
packages/sambaXXXXXX/examples/LDAP/smbldap-tools directory. Idealx
scripts version smbldap-tools-0.9.1 are known to work well.

1. Obtain from the Samba sources ~/examples/LDAP/samba.schema and
copy it to the /etc/openldap/schema/ directory.

2. Set up the LDAP server. This example is suitable for OpenLDAP
2.1.x. The /etc/openldap/slapd.conf �le. Example slapd.conf File

# Note commented out lines have been removed

















FIRST STEPS IN SERVER
CONFIGURATION





Chapter 3

SERVER TYPES AND
SECURITY MODES

This chapter provides information regarding the types of server that Samba
may be con�gured to be. A Microsoft network administrator who wishes to
migrate to or use Samba will want to know the meaning, within a Samba
context, of terms familiar to the MS Windows administrator. This means
that it is essential also to de�ne how critical security modes function before
we get into the details of how to con�gure the server itself.

This chapter provides an overview of the security modes of which Samba is
capable and how they relate to MS Windows servers and clients.
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passwd: files nis ldap
shadow: files nis ldap
group: files nis ldap

In the example shown here (not likely to be used in practice) the lookup will
check /etc/passwd and /etc/group, if not found it will check NIS, then
LDAP.
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3.3.4 ADS Security Mode (User-Level Security)

Both Samba-2.2, and Samba-3 can join an Active Directory domain using
NT4 style RPC based security. This is possible if the domain is run in native
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3.5.1 What Makes Samba a Server?
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Figure 4.1 An Example Domain.

PrimaryDomainController

� Understanding how MS Windows clients interoperate in a network
environment.

Do not be put o�; on the surface of it MS Windows networking seems so
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Samba-3 implements group mapping between Windows NT groups and UNIX
groups (this is really quite complicated to explain in a short space). This
is discussed more fully in Chapter 12, \Group Mapping: MS Windows and
UNIX".

Samba-3, like an MS Windows NT4 PDC or a Windows 200x Active Di-
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(SOAP) message for the computer-to-computer communications needed for
Web services. Or they may be passed between Web servers of federated or-
ganizations that share live services. The Liberty Alliance, an industry group
formed to promote federated-identity standards, has adopted SAML 1.1 as
part of its application framework. Microsoft and IBM have proposed an al-
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Example 4.4.1 smb.conf for being a PDC� �
[ g l o b a l ]

n e tb i o s name
workgrou3
0 6e
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Microsoft Windows NT4-style domain controllers have. Samba-3 does not
have all the capabilities of Windows NT4, but it does have a number of fea-
tures that Windows NT4 domain controllers do not have. In short, Samba-3
is not NT4 and it is not Windows Server 200x: it is not an Active Directory
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on the Samba PDC. The following command will remove all network drive
connections:

C:\> net use * /d

This will break all network connections.

Further, if the machine is already a \member of a workgroup" that is the
same name as the domain you are joining (bad idea), you will get this
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4.7.4 The Machine Trust Account Is Not Accessible

\When I try to join the domain I get the message, "The machine account
for this computer either does not exist or is not accessible." What’s wrong?"

This problem is caused by the PDC not having a suitable Machine Trust
Account. If you are using the add machine script method to create accounts,
then this would indicate that it has not worked. Ensure the domain admin





mailto:jht@samba.org
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Samba-3 cannot function as a BDC to an MS Windows NT4 PDC, and
Samba-3 cannot function correctly as a PDC to an MS Windows NT4 BDC.
Both Samba-3 and MS Windows NT4 can function as a BDC to its own
type of PDC.

The BDC is said to hold a read-only of the SAM from which it is able
to process network logon requests and authenticate users. The BDC can
continue to provide this service, particularly while, for example, the wide-
area network link to the PDC is down. A BDC plays a very important role
in both the maintenance of domain security as well as in network integrity.

In the event that the NT4 PDC should need to be taken out of service, or
if it dies, one of the NT4 BDCs can be promoted to a PDC. If this happens
while the original NT4 PDC is online, it is automatically demoted to an NT4
BDC. This is an important aspect of domain controller management. The
tool that is used to e�ect a promotion or a demotion is the Server Manager
for Domains. It should be noted that Samba-3 BDCs cannot be promoted in

http://www.samba.org/samba/docs/Samba3-ByExample
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change to the machine account in the LDAP tree must take place on the
master LDAP server. This is not replicated rapidly enough to the slave
server that the PDC queries. It therefore gives an error message on the
client machine about not being able to set up account credentials. The
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as a mere NIS client would not be enough, as the BDC would not be
able to access its user database in case of a PDC failure. NIS is by no
means the only method to synchronize passwords. An LDAP solution
would also work.

� The Samba password database must be replicated from the PDC to the
BDC. Although it is possible to synchronize the smbpasswd �le with
rsync and ssh, this method is broken and awed, and is therefore
not recommended. A better solution is to set up slave LDAP servers
for each BDC and a master LDAP server for the PDC. The use of
rsync is inherently awed by the fact that the data will be replicated
at timed intervals. There is no guarantee that the BDC will be oper-
ating at all times with correct and current machine and user account



http://www.samba.org/samba/docs/Samba3-ByExample
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5.4.4 Can I Do This All with LDAP?



Chapter 6

DOMAIN MEMBERSHIP

Domain membership is a subject of vital concern. Samba must be able





Section 6.2. MS Windows Workstation/Server Machine Trust Accounts 101

A Windows NT4 PDC stores each Machine Trust Account in the Windows
Registry. The introduction of MS Windows 2000 saw the introduction of
Active Directory, the new repository for Machine Trust Accounts. A Samba
PDC, however, stores each Machine Trust Account in two parts, as follows:

� A domain security account (stored in the passdb backend) that has
been con�gured in the smb.conf �le. The precise nature of the account
information that is stored depends on the type of backend database
that has been chosen.

The older format of this data is the smbpasswd database that contains
the UNIX login ID, the UNIX user identi�er (UID), and the LanMan
and NT-encrypted passwords. There is also some other information in
this �le that we do not need to concern ourselves with here.

The two newer database types are called ldapsam and tdbsam. Both
store considerably more data than the older smbpasswd �le did. The
extra information enables new user account controls to be implemented.

� A corresponding UNIX account, typically stored in /etc/passwd. Work
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Join the client to the domain immediately

Manually creating a Machine Trust Account using this

http://support.microsoft.com/default.aspx?scid=kb;en-us;173673
http://support.microsoft.com/default.aspx?scid=kb;en-us;172540
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1. From the menu select Computer.

2. Click Select Domain.

3. Click the name of the domain you wish to administer in the Select
Domain panel and then click OK.

4. Again from the menu select Computer.

5. Select
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daemon lasts. This can drain the connection resources on a Microsoft NT
server and cause it to run out of available connections. With security =
domain, however, the Samba daemons connect to the PDC or BDC only for

http://www.linuxworld.com/linuxworld/lw-1998-10/lw-10-samba.html
http://www.linuxworld.com/linuxworld/lw-1998-10/lw-10-samba.html
http://www.linuxworld.com
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regarding Kerberos interoperability is RFC15104. This RFC explains much
of the magic behind the operation of Kerberos.

MIT’s, as well as Heimdal’s, recent KRB5 libraries default to checking for
SRV records, so they will automatically �nd the KDCs. In addition, krb5.
conf only allows specifying a single KDC, even there if there may be more

http://www.ietf.org/rfc/rfc1510.txt?number=1510
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note that forward slashes must be used, because backslashes are both valid
characters in an OU name and used as escapes for other characters. If you
need a backslash in an OU name, it may need to be quadrupled to pass
through the shell escape and ldap escape.

6.4.3.1 Possible Errors

ADS support not compiled in Samba must be recon�gured (remove con-
�g.cache) and recompiled (make clean all install) after the Kerberos
libraries and headers �les are installed.

net ads join prompts for user name You need to log in to the domain
using kinit USERNAME@REALM. USERNAME must be a user who has rights
to add a machine to the domain.

Unsupported encryption/or checksum types Make sure that the /etc/
krb5.conf is correctly con�gured for the type and version of Kerberos
installed on the system.

6.4.4 Testing Server Setup

If the join was successful, you will see a new computer account with the Net-
BIOS name of your Samba server in Active Directory (in the \Computers"
folder under Users and Computers.

On a Windows 2000 client, try net use * \\server\share
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6.4.5 Testing with smbclient













Section 7.3. Example Con�guration 123

conf �le. Example 7.3.1 is the smb.conf �le that will do this. Assume that
all the reference documents are stored in the directory /export, and the
documents are owned by a user other than nobody. No home directories are





Section
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The example in Example 7.3.2 uses CUPS for direct printing via the CUPS
libarary API. This means that all printers will be exposed to Windows users
without need to con�gure a printcap �le. If there is necessity to expose
only a sub-set of printers, or to de�ne a special type of printer (for example,
a PDF �lter) the printcap name = cups can be replaced with the entry.5207.569example,



Chapter 8

MS WINDOWS NETWORK
CONFIGURATION GUIDE

8.1 Features and Bene�ts

Occasionally network administrators report di�culty getting Microsoft Win-
dows clients to interoperate correctly with Samba servers. It seems that
some folks just cannot accept the fact that the right way to con�gure an MS
Windows network client is precisely as one would do when using MS Win-
dows NT4 or 200x servers. Yet there is repetitious need to provide detailed
Windows client con�guration instructions.

The purpose of this chapter is to graphically illustrate MS Windows client
con�guration for the most common critical aspects of such con�guration.
An experienced network administrator will not be interested in the details
of this chapter.

8.2 Technical Details

This chapter discusses TCP/IP protocol con�guration as well as network
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Figure 8.3
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Figure 8.5 WINS Con�guration
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Figure 8.6 Local Area Connection Properties.

4. If necessary, click the DNS Con�guration tab to add DNS server set-
tings. Click the WINS Con�guration tab to add WINS server settings.
The Gateway tab allows additional gateways (router addresses) to be
added to the network interface settings. In most cases where DHCP
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Figure 8.9 DNS Con�guration.

Note

Windows XP Home edition cannot participate in domain
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Figure 8.12 IP Address.
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Figure 8.20 The Network Panel.

Figure 8.21 Client for Microsoft Networks Properties Panel.
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Part III

Advanced Con�guration
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Assume that a group named developers exists with a UNIX GID of 782. In
this case this user does not exist in Samba’s group mapping table. It would
be perfectly normal for this group to be appear in an ACL editor. Prior
to Samba-3.0.23, the group SID might appear as S-1-5-21-647511796-
4126122067-3123570092-2565.

With the release of Samba-3.0.23, the group SID would be reported as
S-1-22-2-782. Any security descriptors associated with �les stored on a
Windows NTFS disk partition will not allow access based on the group
permissions if the user was not a member of the S-1-5-21-647511796-
4126122067-3123570092-2565 group. Because this group SID is S-1-22-
2-782 and not reported in a user’s token, Windows would fail the authoriza-
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Note
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Local Master Browser, set the following options in the [global] section of the
smb.conf �le as shown in Example 10.4.4

Example 10.4.4 Local Master Browser smb.conf� �
[ g l o b a l ]

�
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� �
i m93 g5 9.966i4393d33 653.4 Td ro373l23 g5 9.966i43s = ws32(,3 84.).96602m93 g03mh3 602m [(�)]TJ
0.93 g 0.93 G
ET
q
1 0 0 1 9725.75337.709 cm
[]0 d 0 J 0.398 w 0 0 m 0 11.955 l S
Q
0 g 0 G
q
1 0 0 1 9725.75337.709 cm
[]0 d 0 J 0.398 w 0 0 m 0 11.955 l S
Q
0.93 g 0.93 G
q
1 0 0 1 9725.75337.709 cm
0 0 3.587 11.955 re f
Q
0 g 0 G
0.93 g 0.93 G
q
1 0 0 1 10025.75337.709 cm
0 0 358.655 11.955 re f
Q
0 g 0 G
0.93 g 0.93 G
q
1 0 0 1 45925.75337.709 cm
0 0 3.587 11.955 re f
Q
0 g 0 G
0.93 g 0.93 G
q
1 0 0 1 46325.75337.709 cm
[]0 d 0 J 0.398 w 0 0 m 0 11.955 l S
Q
0 g 0 G
q
1 0 0 1 46325.75337.709 cm
[]0 d 0 J 0.398 w 0 0 m 0 11.955 l S
Q
BT
/F15 9.962.907215064 33 653.4b
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� DNS | is a good choice but lacks essential NetBIOS name type in-
formation.

Many sites want to restrict DNS lookups and avoid broadcast name resolu-
tion tra�c. The name resolve order parameter is of great help here. The
syntax of the name resolve order parameter is:� �
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Table 10.2 Browse Subnet Example 2
Subnet Browse Master List
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(can take a long time) it times out and browsing will appear to be mostly
normal again.
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11.2 Technical Information

Old Windows clients send plaintext passwords over the wire. Samba can
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Table 11.2 Samba SAM Account Control Block Flags
Flag Description

D Account is disabled.
H A home directory is required.
I An inter-domain trust account.
L Account has been auto-locked.

M

H

H

HHH

H

H

HHH
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As a result of these de�ciencies, a more robust means of storing user at-
tributes used by smbd was developed. The API that de�nes access to user
accounts is commonly referred to as the samdb interface (previously, this
was called the passdb API and is still so named in the Samba source code
trees).

Samba provides an enhanced set of passdb backends that overcome the
de�ciencies of the smbpasswd plaintext database. These are tdbsam and
ldapsam. Of these, ldapsam will be of most interest to large corporate or
enterprise sites.

11.4.3 tdbsam



http://www.padl.com/
http://safari.oreilly.com/?XmlId=1-56592-491-6
http://www.openldap.org/
http://www.sun.com/software/products/directory_srvr_ee/index.xml
http://www.novell.com/products/edirectory/
http://www-306.ibm.com/software/tivoli/products/directory-server/
http://www.redhat.com/software/rha/directory/
http://www.linuxsecurity.com/content/view/119229
http://www.unav.es/cti/ldap-smb/ldap-smb-3-howto.html
http://samba.idealx.org/
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GROUP MAPPING: MS
WINDOWS AND UNIX
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group.

Table 12.1 Well-Known User Default RIDs
Well-Known Entity RID Type Essential
Domain Administrator 500 User
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For complete details on net groupmap, refer to the net(8) man page.

12.3 Con�guration Scripts

Everyone needs tools. Some of us like to create our own, others prefer to
use canned tools (i.e., prepared by someone else for general use).

12.3.1 Sample smb.conf Add Group Script

A script to create complying group names for use by the Samba group in-
terfaces is provided in Example 12.3.1. This script adds a temporary entry
in the /etc/group �le and then renames it to the desired name. This is
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Chapter 13

REMOTE AND LOCAL
MANAGEMENT: THE NET
COMMAND

The net command is one of the new features of Samba-3 and is an attempt
to provide a useful tool for the majority of remote management operations
necessary for common tasks. The net tool is exible by design and is in-
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is ignored. The following command demonstrates how the Windows group
\SupportEngrs" can be renamed to \CustomerSupport":

root# net rpc group rename SupportEngrs \
CustomerSupport -Uroot%not24get

13.3.2 Manipulating Group Memberships

Three operations can be performed regarding group membership. It is pos-
sible to (1) add Windows users to a Windows group, to (2) delete Windows
users from Windows groups, and to (3) list the Windows users that are
members of a Windows group.

To avoid confusion, it makes sense to check group membership before at-
tempting to make any changes. The getent group will list UNIX/Linux
group membership. UNIX/Linux group members are seen also as members
of a Windows group that has been mapped using the net groupmap com-
mand (see Chapter 12, \Group Mapping: MS Windows and UNIX"). The
following list of UNIX/Linux group membership shows that the user ajt is
a member of the UNIX/Linux group Engineers.

root# getent group
...
Domain Admins:x:512:root
Domain Users:x:513:jht,lct,ajt,met,vlendecke
Domain Guests:x:514:
Print Operators:x:550:
Backup Operators:x:551:
Replicator:x:552:
Domain Computers:x:553:
Engineers:x:1000:jht,ajt

The UNIX/Linux groups have been mapped to Windows groups, as is shown
here:

root# net groupmap list
Domain Admins (S-1-5-21-72630-412605-116429-512) -> Domain Admins
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DOM\Engineers
DOM\jamesf
DOM\jht

Nested group members can be removed (deleted) as shown here:

root# net rpc group delmem demo "DOM\jht" -Uroot%not24get

13.3.3.1 Managing Nest Groups on Workstations from the Samba Server

Windows network administrators often ask on the Samba mailing list how it
is possible to grant everyone administrative rights on their own workstation.
This is of course a very bad practice, but commonly done to avoid user
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Note

When user rights and privileges are correctly set, there
is no longer a need for a Windows network account for
the root user (nor for any synonym of it) with a UNIX
UID=0. Initial user rights and privileges can be assigned
by any account that is a member of the Domain Admins
group. Rights can be assigned to user as well as group
accounts.

By default, no privileges and rights are assigned. This is demonstrated by
executing the command shown here:

root# net rpc rights list accounts -U root%not24get
BUILTIN\Print Operators
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13.6.1 Machine Trust Accounts

The net command looks in the smb.conf
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There is no speci�c option to remove a machine account from an NT4 do-
main. When a domain member that is a Windows machine is withdrawn
from the domain, the domain membership account is not automatically re-
moved either. Inactive domain member accounts can be removed using any

http://www.samba.org/samba/docs/Samba3-ByExample.pdf
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root# net rpc trustdom list -Uroot%not24get
Trusted domains list:

none

Trusting domains list:

none

There are no interdomain trusts at this time; the following steps will create
them.

It is necessary to create a trust account in the local domain. A domain
controller in a second domain can create a trusted connection with this
account. That means that the foreign domain is being trusted to access
resources in the local domain. This command creates the local trust account:

root# net rpc trustdom add DAMNATION f00db4r -Uroot%not24get

The account can be revealed by usJ 0 -2-28(e)-37d [(The)(0 -n)27202.5152 0 Td [p;db;ediet
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The steps taken so far perform only the migration of shares. Directories and
directory contents are not migrated by the steps covered up to this point.

13.8.3.2 File and Directory Migration

Everything covered to this point has been done in preparation for the migra-
tion of �le and directory data. For many people preparation is potentially
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Where it is necessary to preserve all �le ACLs, the --acls switch should be
added to the above command line. Original �le timestamps can be preserved
by specifying the --timestamps switch, and the DOS �le attributes (i.e.,
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Printer migration from a Windows print server (NT4 or 200x) is shown.
This instruction causes the printer share to be created together with the
underlying print queue:

net rpc printer MIGRATE PRINTERS [printer] [misc. options] [targets]

Printer drivers can be migrated from the Windows print server to the Samba
server using this command-line instruction:

net rpc printer MIGRATE DRIVERS [printer] [misc. options] [targets]

Printer forms can be migrated with the following operation:

net rpc printer MIGRATE FORMS [printer] [misc. options] [targets]

Printer security settings (ACLs) can be migrated from the Windows server
to the Samba server using this command:

net rpc printer MIGRATE SECURITY [printer] [misc. options] [targets]

Printer con�guration settings include factors such as paper size d8(e35 2 L-ta)]TJ 0 -13.549 Td [(pap)-28(er)2953(oiein)27(ratio.h)-412(Thshe)-934(can)2953(b)-28(e)-934(migrated)-953(from)-934(the)-934(Windo)28(ws)-934(prin)28(t)-953(s)-1server to
the Samba server with this command:

net rpc printer MIGRATE STTINGMS [printer] [misc. options] [targets]
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If the asterisk (*) is used in place of the printer name argument, a list of all
printers will be returned.
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Winbind/NSS with the default local IDMAP table: There are many
sites that require only a simple Samba server or a single Samba server
that is a member of a Windows NT4 domain or an ADS domain. A
typical example is an appliance like �le server on which no local ac-
counts are con�gured and winbind is used to obtain account credentials
from the domain controllers for the domain. The domain control can
be provided by Samba-3, MS Windows NT4, or MS Windows Active
Directory.

Winbind is a great convenience in this situation. All that is needed
is a range of UID numbers and GID numbers that can be de�ned in
the smb.conf �le. The /etc/nsswitch.conf
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a SID is encountered that has the value S-1-5-21-34567898-12529001-32973135-1234,
the resulting UID will be 1000 + 1234 = 2234.

Winbind with an NSS/LDAP backend-based IDMAP facility: In this
con�guration
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14.1.3 Primary Domain Controller

Microsoft Windows domain security systems generate the user and group
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...
passwd: files winbind
shadow: files winbind
group: files winbind
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An example smb.conf �le for and ADS domain environment is shown in
Example 14.2.3.

Example 14.2.3 ADS Domain Member smb.conf using idmap rid� �
# Globa l parameters

[ g l o b a l ]
workgroup = KPAK
netb i o s name = BIGJOE
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...

The following procedure can use the idmap rid facility:

1. Create or install an smb.conf �le with the abom.-TClyra [(0 Tdguration.t)28(y:)]TJ
0 g 59841-197.079 -20.432 Td [(1.)]TJ
0 g 0 G
Ed3(fClyrah)-3333(an)]TJ/F53 10.957.12 193.102 /etc/nsse
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...
passwd: files ldap
shadow: files ldap
group: files ldap
...
hosts: files wins
...

You will need the PADL2 nss ldap tool set for this solution. Con�gure the
/etc/ldap.conf

http://www.padl.com
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Table 16.1 Managing Directories with UNIX and Windows
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of the immutible ag is NOT consistent with published documentation. For
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settings on the share itself the only way to create those settings is to use
either the NT4 Server Manager or the Windows 200x Microsoft Management
Console (MMC) for Computer Management. There are currently no plans
to provide this capability in the Samba command-line tool set.

http://support.microsoft.com/default.aspx?scid=kb;en-us;173673
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16.5.3 Viewing File Ownership

Clicking on the Ownership button brings up a dialog box telling you who
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If you wish to remove all permissions from a user/group/world component,
you may either highlight the component and click on the Remove button
or set the component to only have the special Take Ownership permission
(displayed as O) highlighted.



330 File, Directory, and Share Access Controls Chapter 16

16.5.6 Interaction with the Standard Samba \create mask" Pa-
rameters
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� �
s e c u r i t y mask = 0777
f o r c e s e c u r i t y mode = 0
d i r e c t o r y s e c u r i t y mask = 0777
f o r c e d i r e c t o r y s e c u r i t y mode = 0�
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ministration and thus adopts the limitations of POSIX ACLs. Therefore,
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Note
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Table 16.5 How Windows File ACLs Map to UNIX POSIX File ACLs
Windows ACE File Attribute Flag



Chapter 17
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Note

Sometimes it is necessary to disable locking control set-
tings on the Samba server as well as on each MS Windows
client!
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The second class of locking is the deny modes. These are set by an applica-
tion when it opens a �le to determine what types of access should be allowed
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local locks, and discard read-ahead data. The break is then complete,
the deferred open is granted, and the multiple processes can enjoy
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bene�t is worth the potential for delays. The following recommendations
will help to characterize the environment where oplocks may be e�ectively
con�gured.

Windows oplocks is a lightweight performance-enhancing feature. It is not
a robust and reliable protocol. Every implementation of oplocks should
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17.2.1.4 Slow and/or Unreliable Networks

The biggest potential performance improvement for oplocks occurs when
the client-side caching of reads and writes delivers the most di�erential over
sending those reads and writes over the wire. This is most likely to occur
when the network is extremely slow, congested, or distributed (as in a WAN).
However, network latency also has a high impact on the reliability of the
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� �
[ acctdata ]

op locks = False
l e v e l 2 op locks = False� �
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the con�guration of the host server that is running Samba, and Samba itself.

Samba permits a most exible approach to network security. As far as
possible Samba implements the latest protocols to permit more secure MS
Windows �le and print operations.

Samba can be secured from connections that originate from outside the
local network. This can be done using host-based protection, using Samba’s
implementation of a technology known as \tcpwrappers," or it may be done
be using interface-based exclusion so smbd will bind only to speci�cally
permitted interfaces. It is also possible to set speci�c share- or resource-
based exclusions, for example, on the [IPC$] autoshare. The [IPC$] share
is used for browsing purposes as well as to establish TCP/IP connections.

Another method by which Samba may be secured is by setting Access Con-
trol Entries (ACEs) in an Access Control List (ACL) on the shares them-
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host s deny = 0 . 0 . 0 . 0 / 0� �
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Chapter 19

INTERDOMAIN TRUST
RELATIONSHIPS

Samba-3 supports NT4-style domain trust relationships. This is a feature
that many sites will want to use if they migrate to Samba-3 from an NT4-
style domain and do not want to adopt Active Directory or an LDAP-based
authentication backend. This chapter explains some background informa-
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http://www.microsoft.com/NTServer/nts/downloads/winfeatures/NTSDistrFile/AdminGuide.asp
http://www.microsoft.com/NTServer/nts/downloads/winfeatures/NTSDistrFile/AdminGuide.asp
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server. In the /export/dfsroot directory, you set up your DFS links to
other servers on the network.

root# cd /export/dfsroot
root# chown root /export/dfsroot
root# chmod 755 /export/dfsroot
root# ln -s msdfs:storageA\\shareA linka
root# ln -s msdfs:serverB\\share,serverC\\share linkb
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lppause command =
lpresume command =
printer name =
use client driver = No

[homes]

[printers]
path = /var/spool/samba
printable = Yes

You can easily verify which settings were implicitly added by Samba’s de-
fault behavior. Remember: it may be important in your future dealings with
Samba.

Note

The testparm in Samba-3 behaves di�erently from that
in 2.2.x: used without the \-v" switch, it only shows you
the settings actually written into! To see the complete
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root# testparm -v /etc/samba/smb.conf | egrep "(load printers)"
load printers = Yes



390 Classical Printing Support Chapter 21

be if you used this minimalistic con�guration. Here is what you can expect
to �nd:

root# testparm -v smb.conf-minimal | egrep "(print|lpq|spool|driver|ports|[)"
Processing section "[printers]"
WARNING: [printers] service MUST be printable!
No path in service printers - using /tmp

lpq cache time = 10
load printers = Yes
printcap name = /etc/printcap
disable spoolss = No
enumports command =
addprinter command =
deleteprinter command =
show add printer wizard = Yes
os2 driver map =
printer admin =
min print space = 0
max print jobs = 1000
printable = No
printing = bsd
print command = lpr -r -P%p %s
lpq command = lpq -P%p
printer name =
use client driver = No

[printers]
printable = Yes

testparm issued two warnings:

� We did not specify the [printers]
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Example 21.4.1 Extended BSD Printing Con�guration� �
[ g l o b a l ]
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Example 21.5.1 [print$] Example� �
[ g l o b a l ]
# members o f the ntadmin group shou ld be a b l e to add  -

d r i v e r s and s e t
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and driver properties for a queue that has this default NULL driver assigned.
This will result in the following error message: \Device settings cannot be
displayed. The driver for the speci�ed printer is not installed, only spooler
properties will be displayed. Do you want to install the driver now?"

Do not click on Yes! Instead, click on No in the error dialog. Now you will
be presented with the printer properties window. From here, the way to
assign a driver to a printer is open. You now have the choice of:

� Select a driver from the pop-up list of installed drivers. Initially this
list will be empty.

� Click on New Driver to install a new printer driver (which will start
up the APW).
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[...]

After this command is complete, the �les are in our current local directory.
You probably have noticed that this time we passed several commands to
the -c parameter, separated by semicolons. This ensures that all commands
are executed in sequence on the remote Windows server before smbclient
exits again.

Remember to repeat the procedure for the WIN40 architecture should you
need to support Windows 9x/Me/XP clients. Remember too, the �les for
these architectures are in the WIN40/0/ subdirectory. Once this is complete,
we can run smbclient. . .put to store the collected �les on the Samba
server’s [print$] share.

21.6.2.3 Installing Driver Files into [print] seW3(ou-329(5re)-329(6oti8(ws)329(6ogog)-366(5r)-366(6ol-28(cedat-329(5re)-329(6(dver8(er)-362(6(14les)-389(5ri28(ts.-366(6oe)]TJ/F53 10.9091 Tf 5.246.195 Td [([print)]TJ/F96 10.9091 Tf 26.624 0 Td [($)]TJ/F59 10.9091 Tf 5.454 0 Td [(])]TJ/F15 10.9091 Tf 8.13046 Td [(share.)]T-442emem)2-TJ -16286.31-13.549 Td [(w)-28(er)--33046oe)(e)-35444(UNIX95 Tie454 0 658.655 0 l S
Q
0 g 0 G
BT
/teJ -1628182(4t8r)-36t5ST4(the)en-36t5Sde(5rin389(s58.6revious8(v)258.ence)4J 0 -7rren)091 Tf 139.551 0 Td335.7are.)]T-442mb. -13.5435.7areserv)28(er’sconf9091 Tf s54 03d)-389(7 Tdre.)]T-44(5ri28)28(-13(probably416mmas)-4105e)-397(noticed)416mcrea4les)-46ectory)74(.)-428(i410(th6e)-353th6e)28(ba))-3i(5r3e0(lo)-27(ca))--389(9x/Me/X1-13.57 Tdre(w)-28(er)--3)-611(Reme)]TJ(dvemicop046oe).)]TJ4 0 -7rre)]TJ4 can)-]TJ-7rt
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root#smbclient//SAMBA-CUPS/print\$-U'root%xxxx'\

-c'cdW32X86;pwd;dir;cd2;pwd;dir'

addedinterfaceip=.90160.51.60bcast=.90160.51.255nmask=255.255.252.0
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Notice that there are already driver �les present in the 2 subdirectory (prob-
ably from a previous installation). Once the �les for the new driver are there
too, you are still a few steps away from being able to use them on the clients.
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error message. These become obvious. Other changes might install the
driver �les successfully but render the driver unworkable. So take care!
Hints about the syntax of the adddriver command are in the man page.
provides a more detailed description, should you need it.

21.6.2.6 Checking adddriver Completion
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this step, you’ll get a lot of help desk calls from your users, but maybe you
like to talk to people.

21.8 Other Gotchas

Your driver is installed. It is now ready for Point’n’Print installation by
the clients. You may have tried to download and use it on your �rst client
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Tip

Try (on Windows 200x/XP) to run this command (as a
user with the right privileges):

rundll32 printui.dll,PrintUIEntry /p /t3 /
n\\SAMBA-SERVER\printersharename

To see the tab with the Printing Defaults button (the
one you need), also run this command:

rundll32 printui.dll,PrintUIEntry /p /t0 /
n\\SAMBA-SERVER\printersharename

To see the tab with the Printing Preferences button
(the one that does not set systemwide defaults), you can
start the commands from inside a DOS box or from Start
-
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[Windows NT x86]
Printer Driver Info 1:

Driver Name: [infotec IS 2075 PCL 6]

Printer Driver Info 1:
Driver Name: [DANKA InfoStream]

Printer Driver Info 1:
Driver Name: [Heidelberg Digimaster 9110 (PS)]

Printer Driver Info 1:
Driver Name: [dm9110]

Printer Driver Info 1:
Driver Name: [mydrivername]

[....]

root# rpcclient SAMBA-CUPS -U root%secret -c ’enumprinters’
cmd = enumprinters

flags:[0x800000]
name:[\\SAMBA-CUPS\dm9110]
description:[\\SAMBA-CUPS\dm9110,,110ppm HiVolume DANKA Stuttgart]
comment:[110 ppm HiVolume DANKA Stuttgart]

[....]

root# rpcclient SAMBA-CUPS -U root%secret -c \
’setdriver dm9110 "Heidelberg Digimaster 9110 (PS)"’

cmd = setdriver dm9110 Heidelberg Digimaster 9110 (PPD)
Successfully set dm9110 to driver Heidelberg Digimaster 9110 (PS).

root# rpcclient SAMBA-CUPS -U root%secret -c ’enumprinters’
cmd = enumprinters

flags:[0x800000]
name:[\\SAMBA-CUPS\dm9110]
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21.8.4 Error Message: \Cannot connect under a di�erent Name"

Once you are connected with the wrong credentials, there is no means to
reverse the situation other than to close all Explorer windows, and perhaps
reboot.

� The net use nnSAMBA-SERVER
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Dependentfiles: [\\10.160.50.8\print$\W32X86\3\cns3407.dll]
Dependentfiles: [\\10.160.50.8\print$\W32X86\3\CnS3G.cnt]
Dependentfiles: [\\10.160.50.8\print$\W32X86\3\NBAPI.DLL]
Dependentfiles: [\\10.160.50.8\print$\W32X86\3\NBIPC.DLL]
Dependentfiles: [\\10.160.50.8\print$\W32X86\3\cpcview.exe]
Dependentfiles: [\\10.160.50.8\print$\W32X86\3\cpcdspl.exe]
Dependentfiles: [\\10.160.50.8\print$\W32X86\3\cpcedit.dll]
Dependentfiles: [\\10.160.50.8\print$\W32X86\3\cpcqm.exe]
Dependentfiles: [\\10.160.50.8\print$\W32X86\3\cpcspl.dll]
Dependentfiles: [\\10.160.50.8\print$\W32X86\3\cfine32.dll]
Dependentfiles: [\\10.160.50.8\print$\W32X86\3\cpcr407.dll]
Dependentfiles: [\\10.160.50.8\print$\W32X86\3\Cpcqm407.hlp]
Dependentfiles: [\\10.160.50.8\print$\W32X86\3\cpcqm407.cnt]
Dependentfiles: [\\10.160.50.8\print$\W32X86\3\cns3ggr.dll]

Monitorname: []
Defaultdatatype: []

Printer Driver Info 3:
Version: [2]
Driver Name: [Canon iR5000-6000 PS3]
Architecture: [Windows NT x86]
Driver Path: [\\10.160.50.8\print$\W32X86\2\cns3g.dll]
Datafile: [\\10.160.50.8\print$\W32X86\2\IR5000sg.xpd]







http://imprints.sourceforge.net/
http://imprints.sourceforge.net/
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� Providing an installation client that will obtain printer drivers from
a central Internet (or intranet) Imprints Server repository and install
them on remote Samba and Windows NT4 print servers.

21.9.2 Creating Printer Driver Packages
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1. rpcclient: Get the appropriate upload directory on the remote
server.

2. smbclient: Upload the driver �les.

3. rpcclient: Issues an AddPrinterDriver() MS-RPC.

� rpcclient: Issues an AddPrinterEx() MS-RPC to actually create the
printer.

One of the problems encountered when implementing the Imprints tool set
was the namespace issues between various supported client architectures.
For example, Windows NT includes a driver named \Apple LaserWriter II
NTX v51.8", and Windows 95 calls its version of this driver \Apple Laser-
Writer II NTX".

The problem is how to know what client drivers have been uploaded for
a printer. An astute readerisd0s 89 (clienn)28(tT4a)-40s the Windows NT Printer

http://support.microsoft.com/default.aspx?scid=kb;en-us;189105
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using smbclient and rpcclient. See the Imprints installation client on
the Imprints6 web site for example. See also the discussion of rpcclient
usage in Chapter 22, \CUPS Printing Support".

21.13 Publishing Printer Information in Active Directory or
LDAP

This topic has also been addressed in Chapter 13, \Remote and Local Man-
agement: The Net Command". If you wish to volunteer your services to
help document this further, please contact John H. Terpstra7.

21.14 Common Errors

http://imprints.sourceforge.net/
mail://jht@samba.org
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spool directory are typically restrictive to the owner and/or group. On the
other hand, the Samba spool directory must be world writable, and should
have the ’t’ bit set to ensure that only a temporary spool �le owner can
change or delete the �le.

Depending on the type of print spooling system in use on the UNIX/Linux
host, �les that the spool management application �nds and that are not
currently part of job queue that it is managing can be deleted. This may
explain the observation that jobs are spooled (by Samba) into this directory
and just disappear.
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CUPS PRINTING SUPPORT

22.1 Introduction

22.1.1 Features and Bene�ts

TheTd ion

http://www.cups.org/
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(or locally) via a Web browser (giving you platform-independent access to
the CUPS print server). Additionally, it has the traditional command line
and several more modern GUI interfaces (GUI interfaces developed by third
parties, like KDE’s overwhelming KDEPrint2).

http://printing.kde.org/
http://localhost:631/documentation.html
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#application/octet-...

2. Do the same for the �le /etc/cups/mime.convs.

3. Add a raw printer using the Web interface. Point your browser at
http://localhost:631
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By default, you can only send other (known) MIME types \raw." Sending
data \raw" means that CUPS does not try to convert them and passes them
to the printer untouched.

This is all you need to know to get the CUPS/Samba combo printing \raw"
�les prepared by Windows clients, which have vendor drivers locally in-
stalled. If you are not interested in background information about more

















http://www.cups.org/testppd.php


http://www.cups.org/ghostscript.php


http://www.linuxprinting.org/
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job
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application/vnd.cups-postscript; its output is application/vnd.cups-raster.
This output format is not yet meant to be printable. Its aim is to serve as
a general-purpose input format for more specialized raster drivers that are
able to generate device-speci�c printer data. This is shown in Figure 22.6.

Figure 22.6 PostScript to Intermediate Raster Format.

CUPS raster is a generic raster format with powerful features. It is able
to include per-page information, color pro�les, and more, to be used by the
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Figure 22.8 Image Format to CUPS-Raster Format Conversion.
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ipp
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http://www.cups.org/cups-help.html
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� The �le must �rst pass the pdftops

http://www.easysw.com/printpro/
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� The Gutenprint Project8 (GPL, free software) provides around 140

http://gimp-print.sourceforge.net/
http://www.turboprint.de/english.html/
http://www-124.ibm.com/developerworks/oss/linux/projects/omni/
http://hpinkjet.sourceforge.net/
http://www.linuxprinting.org/


http://playground.sun.com/printing/documentation/interface.html
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Figure 22.15 Printing via CUPS/Samba Server.



http://localhost:631/printers/
http://localhost:631/printers/
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because until now there have been only two di�erent PostScript drivers: the





http://www.cups.org/software.html
http://www.cups.org/software.html
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root# tar xvzf cups-samba-1.1.19.tar.gz
cups-samba.install
cups-samba.license
cups-samba.readme
cups-samba.remove
cups-samba.ss
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the driver �les from the normal download area of the ESP Print Pro software
at Easy Software14 web site. You need to locate the link labeled \SAMBA"
among the Download Printer Drivers for ESP Print Pro 4.x area and
download the package. Once installed, you can prepare any driver by simply
highlighting the printer in the Printer Manager GUI and selecting Export
Driver... from the menu. Of course, you need to have prepared Samba
beforehand to handle the driver �les; that is, set up the [print$] share, and

http://www.easysw.com/software.html
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Note

Win 9x/Me clients will not work with the CUPS
PostScript driver. For these you still need to use the
ADOBE*.* drivers, as previously stated.

Note

It is not harmful if you still have the ADOBE*.* driver
�les from previous installations in the /usr/share/
cups/drivers/ directory. The new cupsaddsmb (from
1.1.16) will automatically prefer its own drivers if it �nds
both.
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Note

Should your Windows clients have had the old ADOBE*.*
�les for the Adobe PostScript driver installed, the down-
load and installation of the new CUPS PostScript driver
for Windows NT/200x/XP will fail at �rst. You need to
wipe the old driver from the clients �rst. It is not enough
to \delete" the printer, because the driver �les will still
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This installs a printer with the name mysmbtstprn to the CUPS sys-
tem. The printer is accessed via a socket (a.k.a. JetDirect or Direct
TCP/IP) connection. You need to be root for this step.

2. (Optional.) Check if the printer is recognized by Samba.

root# rpcclient -Uroot%xxxx -c ’enumprinters’ localhost \
| grep -C2 mysmbtstprn

flags:[0x800000]
name:[\\kde-bitshop\mysmbtstprn]
description:[\\kde-bitshop\mysmbtstprn,,mysmbtstprn]
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sharename:[mysmbtstprn]
portname:[Samba Printer Port]
drivername:[]
comment:[mysmbtstprn]
location:[]
sepfile:[]
printprocessor:[winprint]

root# rpcclient -U root%xxxx -c ’getdriver mysmbtstprn’ localhost
result was WERR_UNKNOWN_PRINTER_DRIVER

None of the three commands shown above should show a driver. This
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drivername:[mydrivername]

root# rpcclient -Uroot%xxxx -c ’getprinter mysmbtstprn 2’ localhost \
| grep -C4 driv

servername:[\\kde-bitshop]
printername:[\\kde-bitshop\mysmbtstprn]
sharename:[mysmbtstprn]
portname:[Done]
drivername:[mydrivername]
comment:[mysmbtstprn]
location:[]
sepfile:[]
printprocessor:[winprint]

root# rpcclient -U root%xxxx -c ’getdriver mysmbtstprn’ localhost
[Windows NT x86]
Printer Driver Info 3:

Version: [2]
Driver Name: [mydrivername]
Architecture: [Windows NT x86]
Driver Path: [\\kde-bitshop\print$\W32X86\2\cupsdrvr.dll]
Datafile: [\\kde-bitshop\print$\W32X86\2\mysmbtstprn.PPD]
Configfile: [\\kde-bitshop\print$\W32X86\2\cupsui.dll]
Helpfile: [\\kde-bitshop\print$\W32X86\2\cups.hlp]
Monitorname: []
Defaultdatatype: [RAW]
Monitorname: []
Defaultdatatype: [RAW]

root# rpcclient -Uroot%xxxx -c ’enumprinters’ localhost \
| grep mysmbtstprn

name:[\\kde-bitshop\mysmbtstprn]
description:[\\kde-bitshop\mysmbtstprn,mydrivername,mysmbtstprn]
comment:[mysmbtstprn]

Compare these results with the ones from steps 2 and 3. Every one of
these commands show the driver is installed. Even the enumprinters
command now lists the driver on the \description" line.
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22.13 CUPS Print Drivers from Linuxprinting.org

CUPS ships with good support for HP LaserJet-type printers. You can
install the generic driver as follows:

root# lpadmin -p laserjet4plus -v parallel:/dev/lp0 -E -m laserjet.ppd

The -m switch will retrieve the laserjet.ppd from the standard repository
for not-yet-installed PPDs, which CUPS typically stores in /usr/share/
cups/model

http://www.linuxprinting.org/printer_list.cgi


http://www.linuxprinting.org/driver_list.cgi
http://www.linuxprinting.org/
http://www.linuxprinting.org/printer_list.cgi?make=Anyone
http://www.linuxprinting.org/foomatic.html
http://www.linuxprinting.org/driver_list.cgi


http://www2.picante.com/
http://www.linuxprinting.org/foomatic2.9/howto/
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Taylor already had in his database a respectable compilation of facts about
many more printers and the Ghostscript \drivers" they run with. His idea,
to generate PPDs from the database information and use them to make
standard Ghostscript �lters work within CUPS, proved to work very well.

http://www.linuxprinting.org/download.cgi?filename=cupsomatic&show=0
http://www.linuxprinting.org/download.cgi?filename=lpdomatic&show=0
http://www.linuxprinting.org/download.cgi?filename=lpdomatic&show=0
http://www.linuxprinting.org/till/
http://www.mandrakesoft.com/
http://www.fltk.org/
http://cups.sourceforge.net/xpp/


http://ppr.sourceforge.net/
http://sourceforge.net/projects/lpr/
http://www.lprng.org/
http://www.linuxprinting.org/download.cgi?filename=directomatic&show=0
http://www.linuxprinting.org/download.cgi?filename=directomatic&show=0
http://www.linuxprinting.org/foomatic2.9/download.cgi?filename=foomatic-rip&show=0
http://www.linuxprinting.org/foomatic2.9/download.cgi?filename=foomatic-rip&show=0
http://www.linuxprinting.org/download/foomatic/foomatic-db-engine-3.0.0beta1.tar.gz
http://www.linuxprinting.org/download/foomatic/foomatic-db-engine-3.0.0beta1.tar.gz
http://www.linuxprinting.org/kpfeifle/LinuxKongress2002/Tutorial/II.Foomatic-User/II.tutorial-handout-foomatic-user.html
http://www.linuxprinting.org/kpfeifle/LinuxKongress2002/Tutorial/II.Foomatic-User/II.tutorial-handout-foomatic-user.html


http://www-124.ibm.com/developerworks/oss/linux/projects/omni/
http://hpinkjet.sf.net/
http://gimp-print.sourceforge.net/
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http://www.linuxprinting.org//kpfeifle/LinuxKongress2002/Tutorial/
http://www.linuxprinting.org/newsportal/
http://www.linuxprinting.org/macosx/
http://www.linuxprinting.org/newsportal/thread.php3?name=linuxprinting.macosx.general
http://www.linuxprinting.org/newsportal/thread.php3?name=linuxprinting.macosx.general
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http://printing.kde.org/overview/kprinter.phtml
http://gtklp.sourceforge.net/
http://www.linuxprinting.org/printer_list.cgi
http://www.linuxprinting.org/printer_list.cgi?make=Anyone


http://www.linuxprinting.org/ppd-o-matic.cgi?driver=ljet4&printer=HP-LaserJet_4_Plus&show=1
http://www.linuxprinting.org/ppd-o-matic.cgi?driver=ljet4&printer=HP-LaserJet_4_Plus&show=1
http://www.linuxprinting.org/ppd-o-matic.cgi?driver=ljet4&printer=HP-LaserJet_4_Plus&show=1
http://www.linuxprinting.org/show_printer.cgi?recnum=HP-LaserJet_4_Plus
http://www.linuxprinting.org/show_printer.cgi?recnum=HP-LaserJet_4_Plus
http://www.linuxprinting.org/show_driver.cgi?driver=ljet4
http://www.linuxprinting.org/cups-doc.html
http://www.linuxprinting.org/pdq-doc.html
http://www.linuxprinting.org/lpd-doc.html
http://www.linuxprinting.org/ppr-doc.html
http://www.linuxprinting.org/direct-doc.html
http://www.linuxprinting.org/ppd-o-matic.cgi?driver=ljet4&printer=HP-LaserJet_4_Plus&show=0
http://www.linuxprinting.org/ppd-o-matic.cgi?driver=ljet4&printer=HP-LaserJet_4_Plus&show=0
http://www.linuxprinting.org/show_driver.cgi?driver=ljet4


http://www.linuxprinting.org/foomatic2.9/download.cgi?filename=foomatic-rip&show=1
http://www.linuxprinting.org/foomatic2.9/download.cgi?filename=foomatic-rip&show=1




http://www.linuxprinting.org/printer_list.cgi




Section 22.14. Page Accounting with CUPS 533

� The host that sent the job (included since version 1.1.19)
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my_PJL_stripping_filter

You will need to write a my PJL stripping filter (which could be a shell
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and a print command = lp -d %P %s; rm %s may do what you need.

22.17 Printing from CUPS to Windows-Attached Printers

From time to time the question arises, how can you print to a Windows-
attached printer from Samba? Normally the local connection from Windows
host to printer would be done by USB or parallel cable, but this does not



Section
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22.19.2 \cupsaddsmb" Keeps Asking for Root Password in Never-
ending Loop

Have you set security = user? Have you used smbpasswd to give root
a Samba account? You can do two things: open another terminal and
execute smbpasswd -a root to create the account and continue entering
the password into the �rst terminal. Or, break out of the loop by pressing
Enter twice (without trying to type a password).

If the error is \Tree connect failed: NT STATUS BAD NETWORK NAME",
you may have forgotten to create the /etc/samba/drivers directory.

22.19.3 \cupsaddsmb" or \rpcclient addriver" Emit Error

If cupsaddsmb, or rpcclient addriver emit the error message WERR

BADPASSWORD,
refer to Section 22.19.2.

22.19.4 \cupsaddsmb" Errors

The use of \cupsaddsmb" gives \No PPD �le for printer..." message while
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22.19.6 New Account Reconnection from Windows 200x/XP Trou-
bles

Once you are connected as the wrong user (for example, as nobody, which
often occurs if you have map to guest = bad user), Windows Explorer will
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(a) Open the Printers folder.

(b) Right-click on the printer (remoteprinter on cupshost) and select
the context menu Properties.

(c) Click on the Advanced
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Figure 22.19 CUPS Printing Overview.
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STACKABLE VFS MODULES

23.1 Features and Bene�ts

Stackable VFS (Virtual File System) modules support was new to Samba-
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mypre�x:uid nolimit This parameter takes a boolean argument that spec-
i�es if the stored default quota values also be reported for the user
record, or if the value NO LIMIT should be reported to the windows
client for the user speci�ed by the prefix:uid parameter.

The default value is yes (which means to report NO LIMIT). An ex-
ample of use is shown here:

vfs objects = default_quota:myprefix
myprefix: uid nolimit = no

mypre�x:gid



Section 23.3. Included Modules 553

vfs objects = default_quota:quotasettings
quotasettings: uid nolimit = no
quotasettings: gid = 65534
quotasettings: gid nolimit = no
...

23.3.3 extd audit

This module is identical with the audit module above except that it sends
audit logs to both syslog as well as the smbd log �les. The log level for this
module is set in the smb.conf �le.
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An example of detailed per-user and per-machine logging can be ob-
tained by setting log �le = /var/log/samba/%U.%m.log.

Auditing information often must be preserved for a long time. So that the
log �les do not get rotated it is essential that the max log size = 0 be set in





http://www.microsoft.com/windowsserver2003/downloads/shadowcopyclient.mspx
http://www.microsoft.com/windowsserver2003/downloads/shadowcopyclient.mspx
http://www.microsoft.com/windowsserver2003/techinfo/overview/scr.mspx


http://www.sistina.com/products_lvm_download.htm
http://evms.sourceforge.net/
http://tldp.org/HOWTO/LVM-HOWTO/
http://www-106.ibm.com/developerworks/linux/library/l-lvm/
http://www-106.ibm.com/developerworks/library/l-lvm2.html
http://www.debian.org/devel/debian-installer/






http://www.microsoft.com/windowsserver2003/downloads/shadowcopyclient.mspx
http://www.microsoft.com/windowsserver2003/downloads/shadowcopyclient.mspx
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23.4 VFS Modules Available Elsewhere

This section contains a listing of various other VFS modules that have been
posted but do not currently reside in the Samba CVS tree for one reason or
another (e.g., it is easy for the maintainer to have his or her own CVS tree).

No statements about the stability or functionality of any module should be
implied due to its presence here.

23.4.1 DatabaseFS

URL: Taylors University DatabaeFS10

By Eric Lorimer.11

http://www.css.tayloru.edu/~elorimer/databasefs/index.php
mailto:elorimer@css.tayloru.edu
http://www.openantivirus.org/projects.php#samba-vscan
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23.4.3 vscan-clamav

Samba users have been using the RPMS from SerNet without a problem.
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; if communication to clamd fails, should access to file denied?
; (default: yes)
deny access on error = no

; if daemon failes with a minor error (corruption, etc.),
; should access to file denied?
; (default: yes)
deny access on minor error = no
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; socket name of clamd (default: /var/run/clamd). Setting will be ignored if
; libclamav is used
clamd socket name = /tmp/clamd

; limits, if vscan-clamav was build for using the clamav library (libclamav)
; instead of clamd

; maximum number of files in archive (default: 1000)
libclamav max files in archive = 1000

; maximum archived file size, in bytes (default: 10 MB)
libclamav max archived file size = 5242880

; maximum recursion level (default: 5)
libclamav max recursion level = 5

Obviously, a running clam daemon is necessary for this to work. This is a
working example for me using ClamAV. The ClamAV documentation should
provide additional con�guration examples. On your system these may be
located under the /usr/share/doc/ directory. So
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24.2 Introduction

It is well known that UNIX and Microsoft Windows NT have di�erent mod-
els for representing user and group information and use di�erent technologies
for implementing them. This fact has made it di�cult to integrate the two
systems in a satisfactory manner.

One common solution in use today has been to create identically named user
accounts on both the UNIX and Windows systems and use the Samba suite
of programs to provide �le and print services between the two. This solution
is far from perfect, however, because adding and deleting users on both sets
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the lookup. Because Winbind hooks into the operating system at a low level
(via the NSS name resolution modules in the C library), this redirection to
the NT domain controller is completely transparent.











http://samba.org/


http://www.kernel.org/pub/linux/libs/pam/
http://www.kernel.org/pub/linux/libs/pam/
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root# ln -s /usr/lib/libnss_winbind.so /usr/lib/nss_winbind.so.2

As root, edit /etc/nsswitch.conf to allow user and group entries to be
visible from the winbindd daemon. My /etc/nsswitch.conf �le looked
like this after editing:

passwd: files winbind
shadow: files



http://publibn.boulder.ibm.com/doc_link/en_US/a_doc_lib/aixprggd/kernextc/sec_load_mod.htm
http://publibn.boulder.ibm.com/doc_link/en_US/a_doc_lib/aixprggd/kernextc/sec_load_mod.htm
http://publibn.boulder.ibm.com/doc_link/en_US/a_doc_lib/aixbman/baseadmn/iandaadmin.htm
http://publibn.boulder.ibm.com/doc_link/en_US/a_doc_lib/aixbman/baseadmn/iandaadmin.htm
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Note

Before attempting to join a machine to the domain, verify
that Samba is running on the target domain controller
(usually PDC) and that it is capable of being reached via
ports 137/udp, 135/tcp, 139/tcp, and 445/tcp (if Samba
or Windows Server 2Kx).

The use of the net rpc join facility is shown here:

root# /usr/local/samba/bin/net rpc join -S PDC -U Administrator

The proper response to the command should be \Joined the domain DOMAIN"
where DOMAIN is your domain name.

24.5.3.5 Starting and Testing the winbindd Daemon

Eventually, you will want to modify your Samba startup script to automati-
cally invoke the winbindd daemon when the other parts of Samba start, but
it is possible to test out just the Winbind portion �rst. To start up Winbind
services, enter the following command as root:

root# /usr/local/samba/sbin/winbindd

Use the appropriate path to the location of the winbindd executable �le.





580 Winbind: Use of Domain Accounts Chapter 24

You can do the same sort of thing to get group information from the PDC:

root# /usr/local/samba/bin/wbinfo -g
CEO\Domain Admins
CEO\Domain Users
CEO\Domain Guests
CEO\Domain Computers
CEO\Domain Controllers
CEO\Cert Publishers
CEO\Schema Admins
CEO\Enterprise Admins
CEO\Group Policy Creator Owners

The function
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echo -n $"Shutting down $KIND services: "
killproc smbd
RETVAL=$?
echo
KIND="NMB"
echo -n $"Shutting down $KIND services: "
killproc nmbd
RETVAL2=$?
echo
KIND="Winbind"
echo -n $"Shutting down $KIND services: "
killproc winbindd
RETVAL3=$?
[ $RETVAL -eq 0 -a $RETVAL2 -eq 0 -a $RETVAL3 -eq 0 ] && \

rm -f /var/lock/subsys/smb
echo ""
return $RETVAL

}

Solaris Winbind does not work on Solaris 9; see Section 43.6.2 for details.
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#
#ident "@(#)pam.conf 1.14 99/09/16 SMI"
#
# Copyright (c) 1996-1999, Sun Microsystems, Inc.
# All Rights Reserved.
#
# PAM configuration
#
# Authentication management
#
login auth required /usr/lib/security/pam_winbind.so
login auth required /usr/lib/security/$ISA/pam_unix.so.1 try_first_pass
login auth required /usr/lib/security/$ISA/pam_dial_auth.so.1 try_first_pass
#
rlogin auth sufficient /usr/lib/security/pam_winbind.so
rlogin auth sufficient /usr/lib/security/$ISA/pam_rhosts_auth.so.1
rlogin auth required /usr/lib/security/$ISA/pam_unix.so.1 try_first_pass
#
dtlogin auth sufficient /usr/lib/security/pam_winbind.so
dtlogin auth required /usr/lib/security/$ISA/pam_unix.so.1 try_first_pass
#
rsh auth required /usr/lib/security/$ISA/pam_rhosts_auth.so.1
other auth sufficient /usr/lib/security/pam_winbind.so
other auth required /usr/lib/security/$ISA/pam_unix.so.1 try_first_pass
#
# Account management
#
login account sufficient /usr/lib/security/pam_winbind.so
login account requisite /usr/lib/security/$ISA/pam_roles.so.1
login account required /usr/lib/security/$ISA/pam_unix.so.1
#
dtlogin account sufficient /usr/lib/security/pam_winbind.so
dtlogin account requisite /usr/lib/security/$ISA/pam_roles.so.1
dtlogin account required /usr/lib/security/$ISA/pam_unix.so.1
#
other account sufficient /usr/lib/security/pam_winbind.so
other account requisite /usr/lib/security/$ISA/pam_roles.so.1
other account required /usr/lib/security/$ISA/pam_unix.so.1
#
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following, it all works �ne."

root# wbinfo -u
MIDEARTH\maryo
MIDEARTH\jackb
MIDEARTH\ameds
...
MIDEARTH\root

root# wbinfo -g
MIDEARTH\Domain Users
MIDEARTH\Domain Admins
MIDEARTH\Domain Guests
...
MIDEARTH\Accounts

root# getent passwd
root:x:0:0:root:/root:/bin/bash
bin:x:1:1:bin:/bin:/bin/bash
...
maryo:x:15000:15003:Mary Orville:/home/MIDEARTH/maryo:/bin/false

\But the following command just fails:"

root# chown maryo a_file



Chapter 25

ADVANCED NETWORK
MANAGEMENT

This section documents peripheral issues that are of great importance to net-
work administrators who want to improve network resource access control,
to automate the user environment, and to make their lives a little easier.

25.1 Features and Bene�ts

Often the di�erence between a working network environment and a well-
appreciated one can best be measured by the little things that make every-
thing work more harmoniously. A key part of every network environment
solution is the ability to remotely manage MS Windows workstations, re-
motely access the Samba server, provide customized logon scripts, as well



ftp://ftp.microsoft.com/Softlib/MSLFILES/NEXUS.EXE
ftp://ftp.microsoft.com/Softlib/MSLFILES/SRVTOOLS.EXE


http://www.nomachine.com/
http://www.nomachine.com/testdrive.php
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Now the best thing for last: All the core compression and caching technolo-
gies are released under the GPL and available as source code to anybody
who wants to build on it! These technologies are working, albeit started
from the command line only (and very inconvenient to use in order to get a
fully running remote X session up and running).

To answer your questions:

�



http://www.cendio.com
http://www.cendio.com/testdrive
http://www.tightvnc.com
http://pulseaudio.org
http://www.python.org
http://www.rdesktop.org
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http://www.craigelachie.org/rhacer/ntlogon
http://www.kixtart.org
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http://support.microsoft.com/default.asp?scid=kb;en-us;189105
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Example 25.4.1 Script to Enforce Single Resource Logon

#!/bin/bash

IFS="-"
RESULT=$(smbstatus -S -u $1 2> /dev/null | awk ’NF \

> 6 {print $1}’ | sort | uniq -d)







http://www.microsoft.com/ntserver/techresources/management/prof_policies.asp
http://www.microsoft.com/ntserver/techresources/management/prof_policies.asp


Section 26.2. Creating and Managing System Policies 603





Section 26.2. Creating and Managing System Policies 605

will appear in the Start menu). An additional new feature is the ability to
make available particular software Windows applications to particular users
and/or groups.

Remember, NT4 policy �les are named NTConfig.POL and are stored in the





http://www.pcc-services.com/custom_poledit.html
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Before discussing how to con�gure roaming pro�les, it is useful to see how
Windows 9x/Me and Windows NT4/200x clients implement these features.

Windows 9x/Me clients send a NetUserGetInfo request to the server to get
the user’s pro�les location. However, the response does not have room for a
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Note
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Computer Configuration\Administrative Templates\System\User Profiles\
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Note

Be careful with group pro�les. If the user who is a mem-
ber of a group also has a personal pro�le, then the result
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2. If the user account has a pro�le path, but at its location a pro-
�le does not exist, then a new pro�le is created in the %System-
Root%\Profiles\%USERNAME% directory from reading the Default User
pro�le.

3.
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27.5.3 MS Windows 200x/XP

Note

MS Windows XP Home Edition does use default per-user
pro�les, but cannot participate in domain security, cannot
log onto an NT/ADS-style domain, and thus can obtain
the pro�le only from itself. While there are bene�ts in
doing this, the beauty of those MS Windows clients that
can participate in domain logon processes is that they
allow the administrator to create a global default pro�le
and enforce it through the use of Group Policy Objects
(GPOs).

When a new user �rst logs onto an MS Windows 200x/XP machine, the de-
fault pro�le is obtained from
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If a default pro�le does not exist in this location, then MS Windows 200x/XP
will use the local default pro�le.

On logging out, the user’s desktop pro�le is stored to the location speci�ed
in the registry settings that pertain to the user. If no speci�c policies have
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In this case, the local cache copy is deleted on logout.

27.6 Common Errors

The following are some typical errors, problems, and questions that have
been asked on the Samba mailing lists.

27.6.1 Con�guring Roaming Pro�les for a Few Users or Groups

With Samba-2.2.x, the choice you have is to enable or disable roaming pro-
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http://support.microsoft.com/default.aspx?scid=kb;en-us;221833
http://support.microsoft.com/default.aspx?scid=kb;en-us;154120




Chapter 28

PAM-BASED DISTRIBUTED
AUTHENTICATION

This chapter should help you to deploy Winbind-based authentication on any
PAM-enabled UNIX/Linux system. Winbind can be used to enable user-
level application access authentication from any MS Windows NT domain,
MS Windows 200x Active Directory-based domain, or any Samba-based







http://ftp.kernel.org/pub/linux/libs/pam/
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ones. As of Linux-PAM v0.60, this control-ag can be de�ned with
one of two syntaxes.

The simpler (and historical) syntax for the control-ag is a single key-
word de�ned to indicate the severity of concern associated with the
success or failure of a speci�c module. There are four such keywords:
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� ok: This tells PAM that the administrator thinks this return code
should contribute directly to the return code of the full stack of
modules. In other words, if the former state of the stack would
lead to a return of PAM
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given module path is appended to the default module path: /lib/
security (but see the previous notes).

The arguments are a list of tokens that are passed to the module when
it is invoked, much like arguments to a typical Linux shell command.
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28.2.2.1 PAM: Original Login Con�g
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see if things work. If they do, look at /etc/pam.d/system-auth and copy
only what you need from it into your /etc/pam.d/login �le. Alternatively,
if you want all services to use Winbind, you can put the Winbind-speci�c
stu� in /etc/pam.d/system-auth
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lowed, the precise nature of which is dependent on how the NetBIOS Node
Type parameter is con�gured. A Node Type of 0 means that NetBIOS
broadcast (over UDP broadcast) is used if the name that is the subject of
a name lookup is not found in the NetBIOS name cache. If that fails, then
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http://www.openi18n.org/


http://www.unicode.org/


http://j3e.de/linux/convmv/










http://www2d.biglobe.ne.jp/~msyk/software/libiconv-patch.html
http://www2d.biglobe.ne.jp/~msyk/software/glibc/
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BACKUP TECHNIQUES

31.1 Features and Bene�ts



http://www.allmerchants.com/Software/Backup_Software/
http://backuppc.sourceforge.net
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checksum-search algorithm described in the technical report that accompa-
nies the rsync package.

Sontr-351 Tf 310.74m
[]0 sT
q
1 7ddi

http://www.amanda.org/
http://bobs.sourceforge.net/
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� CIFS/SMB (the Windows networking protocols) uses TCP connec-
tions.

This means that from a basic design perspective, failover is not seri-
ously considered.

{ All current SMB clusters are failover solutions | they rely on
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32.2.3 A Simple Solution

Allowing failover servers to handle di�erent functions within the exported
�le system removes the problem of requiring a distributed locking protocol.

If only one server is active in a pair, the need for high-speed server intercon-

http://www.redhat.com/docs/manuals/enterprise/RHEL-AS-2.1-Manual/cluster-manager/s1-service-samba.html
http://www.redhat.com/docs/manuals/enterprise/RHEL-AS-2.1-Manual/cluster-manager/s1-service-samba.html
http://www.linux-ha.org/
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32.2.5 MS-DFS: The Poor Man’s Cluster

MS-DFS links can be used to redirect clients to disparate backend servers.
This pushes complexity back to the network client, something already in-
cluded by Microsoft. MS-DFS creates the illusion of a simple, continuous
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35.1.1 Upgrading from Samba-3.0.x to Samba-3.2.0

35.1.2 Upgrading from Samba-2.x to Samba-3.0.25

This chapter deals exclusively with the di�erences between Samba-3.0.25 and
Samba-2.2.8a. It points out where con�guration parameters have changed,





http://www.samba.org/samba/
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� add machine script

� add user to group script

� algorithmic rid base

� delete group script

� delete user from group script

� passdb backend

� rename user script

� set primary group script

� username map script

Authentication

� auth methods

� ldap password sync

� passdb expand explicit

� realm

Protocol Options

� add port command

� afs token lifetime

� client lanman auth

� client NTLMv2 auth

� client schannel

� client signing

� client use spnego

� defer sharing violations

� disable netbios

� dmapi support

� enable privileges

� use kerberos keytab
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� kernel change notify

� mangle pre�x

� map acl inherit

� map read only

� max stat cache size

� msdfs proxy

� open �les database hash size

� set quota command

� store dos attributes

� use send�le

� usershare allow guests

� usershare max shares

� usershare owner only

� usershare path

� usershare pre�x allow list

� usershare pre�x deny list

� usershare template share

� vfs objects

Printing

� cups options

� cups server

� force printername

� iprint server

� max reported print jobs

� printcap cache time

Unicode and Character Sets

� display charset
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35.2.3 New Functionality
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Chapter 36

MIGRATION FROM NT4 PDC
TO SAMBA-3 PDC

This is a rough guide to assist those wishing to migrate from NT4 domain
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The Account Migration Process

1. Create a BDC account in the old NT4 domain for the Samba server
using NT Server Manager. Samba must not be running.

2. net rpc join -S NT4PDC -w DOMNAME -U Administrator%passwd

3. net rpc vampire -S NT4PDC -U administrator%passwd

4. pdbedit -L Note: Did the users migrate?

5. Now assign each of the UNIX groups to NT groups: (It may be useful
to copy this text to a script called initGroups.sh)

#!/bin/bash
#### Keep this as a shell script for future re-use

# First assign well known domain global groups
net groupmap add ntgroup="Domain Admins" unixgroup=root rid=512 type=d
net groupmap add ntgroup="Domain Users" unixgroup=users rid=513 type=d
net groupmap add ntgroup="Domain Guests" unixgroup=nobody rid=514 type=d

# Now for our addedoups
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# swat is the Samba Web Administration Tool
swat stream tcp nowait.400 root /usr/sbin/swat swat

A control �le for the newer style xinetd could be:

# default: off
# description: SWAT is the Samba Web Admin Tool. Use swat \
# to configure your Samba server. To use SWAT, \
# connect to port 901 with your favorite web browser.
service swat
{

port = 901
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As long as you log onto SWAT as the user root, you should obtain full change
and commit ability. The buttons that will be exposed include HOME,
GLOBALS, SHARES, PRINTERS, WIZARD, STATUS, VIEW, and PASS-
WORD.

37.2.3 Securing SWAT through SSL

Many people have asked about how to set up SWAT with SSL to allow
for secure remote administration of Samba. Here is a method that works,

https://myhost:901
https://myhost:901




http://www.ethereal.com/
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The Edit button permits the editing (setting) of the minimal set of options
that may be necessary to create a working Samba server.
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To overcome it, you could do one of the following (you only need to
choose one of them):

(a) Fix the nmbd installation.

(b) Add the IP address of BIGSERVER to the wins server box in
the advanced TCP/IP setup on the PC.

(c) Enable Windows name resolution via DNS in the advanced sec-
tion of the TCP/IP setup.

(d) Add BIGSERVER to your lmhosts �le on the PC.

If you get a message \invalid network name" or \bad password error,"
then apply the same �xes as for the









http://www.tcpdump.org/
http://www.ethereal.com/






http://samba.org
http://samba.org
http://www.samba-tng.org/
http://www.samba-tng.org/
http://www.skippy.net/linux/smb-howto.html
ftp://ftp.microsoft.com/developr/drg/CIFS/
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� Always remember that the developers are volunteers; they are not
paid and they never guarantee to produce a particular feature at a
particular time. Any timelines are \best guess," and nothing more.

�
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39.4 How to Get O� the Mailing Lists

To have your name removed from a Samba mailing list, go291 3 92 6499Lists

http://lists.samba.org/




Chapter 40

REPORTING BUGS

40.1 Introduction

Please report bugs using Samba’s Bugzilla1 facilities and take the time to

http://samba.org/samba/
http://samba.org/samba/
https://bugzilla.samba.org/
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Run testparm to check your con�g �le for correct syntax.

Have you looked through Chapter 38, \The Samba Checklist"? This is
extremely important.

If you include part of a log �le with your bug report, then be sure to annotate
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You should also detail how to reproduce the problem, if possible. Please
make this reasonably detailed.

You may also �nd that a core �le appeared in a corefiles subdirectory
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MANAGING TDB FILES

41.1 Features and Bene�ts

Samba uses a lightweight database called Trivial Database (tdb) in which
it stores persistent and transient data. Some tdb �les can be disposed of
before restarting Samba, but others are used to store information that is
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Table 41.1 Samba’s Trivial Database Files
File name Preserve

Description
account policy.tdb Y

NT account policy settings such as pw expiration, etc...
brlock.tdb N

Byte range locks.

brloo8(w)-se.datTJ
ET
q
1 0 0 1 1542.879 562110 09m
[]0 d 0 J 0.398 w 0 0 m 0 13.549 l S
Q
BT
/F15 10.9091 Tf 7968.655 58052.504d [(br]TJ
ET
q
1 0 0 1 1602.612 575110 09m
[]0 d 0 J 0.398 w 0 0 m 0 13.549 l S
Q
BT1 0 0 1 101.091 52..9989m
[]0 d 0 J 0.398 w 0 0 m 0 13.549 l S
Q
BT
/F15 10.9091 Tf 7972597 cm539665Td [(DeBoo8(w)-se334(lo)ist-333(p)-333(p)get-334(T)rebuil-333(p)automioncall84(3(]TJ
ET
q
1 0 0 1 1542.879 562.9989m
[]0 d 0 J 0.398 w 0 0 m 0 13.549 l S
Q
BT1 0 0 1 100.892 562.9969cm
[]0 d 0 J 0.398 w 0 0 m 1501.92 0 l S
Q
q
1 0 0 1 101.091 605290942m
[]0 d 0 J 0.398 w 0 0 m 0 13.549 l S
Q
BT
/F15 10.9091 Tf 780.996856225900Td [(T)conntion)]sdb)]TJ
ET
q
1 0 0 1 1542.879 575290942m
[]0 d 0 J 0.398 w 0 0 m 0 13.549 l S
Q
BT
/F15 10.9091 Tf 7868.655 58025900Td [(T)]TJ
ET
q
1 0 0 1 1602.612 575290942m
[]0 d 0 J 0.398 w 0 0 m 0 13.549 l S
Q
BT1 0 0 1 101.091 605.49393m
[]0 d 0 J 0.398 w 0 0 m 0 13.549 l S
Q
BT
/F15 10.9091 Tf 689.590 Td514455Td [(Y)Shar-333(raconntion)]sd)-5 T(Used333(rato333(etcnforce334(lomax333(raconntion)]s-333(etc..1(1)]TJ
ET
q
1 0 0 1 1542.879 562.49393m
[]0 d 0 J 0.398 w 0 0 m 0 13.549 l S
Q
BT1 0 0 1 100.892 562.49194m
[]0 d 0 J 0.398 w 0 0 m 1501.92 0 l S
Q
q
1 0 0 1 101.091 604.9444cm
[]0 d 0 J 0.398 w 0 0 m 0 13.549 l S
Q
BT
/F15 10.9091 Tf 797.2.)2704.576Td [(N)genca28(k.hedb)]TJ
ET
q
1 0 0 1 1542.879 574.9444cm
[]0 d 0 J 0.398 w 0 0 m 0 13.549 l S
Q
BT
/F15 10.9091 Tf 7968.655 584.576Td [(N)]TJ
ET
q
1 0 0 1 1602.612 574.9444cm
[]0 d 0 J 0.398 w 0 0 m 0 13.549 l S
Q
BT1 0 0 1 101.091 60478849cm
[]0 d 0 J 0.398 w 0 0 m 0 13.549 l S
Q
BT
/F15 10.9091 Tf 7975936 57489496Td [(N)Generic333(raca27(h)-gs)333(radabase)-]TJ
ET
q
1 0 0 1 1542.879 56478849cm
[]0 d 0 J 0.398 w 0 0 m 0 13.549 l S
Q
BT1 0 0 1 100.892 5647887 cm
[]0 d 0 J 0.398 w 0 0 m 3.01.92 0 l S
Q
q
1 0 0 1 101.091 6046549 Td
[]0 d 0 J 0.398 w 0 0 m 0 13.549 l S
Q
BT
/F15 10.9091 Tf 778.6.06704700113d [(N)groupTJ
ET
q
1 0 0 1 81504.0 604700213m
[]0 d 0 J 0.398 w 0 0 m 3.273 0 l S
Q
BT
/F15 10.9091 Tf 818.4929704700113d [(N)mappgs)db)]TJ
ET
q
1 0 0 1 1542.879 5746549 Td
[]0 d 0 J 0.398 w 0 0 m 0 13.549 l S
Q
BT
/F15 10.9091 Tf 7768.655 584700113d [(N)]TJ
ET
q
1 0 0 1 1602.612 6046549 Td
[]0 d 0 J 0.398 w 0 0 m 0 13.549 l S
Q
BT1 0 0 1 101.091 60452.cm
[]0 d 0 J 0.398 w 0 0 m 0 13.549 l S
Q
BT
/F15 10.9091 Tf 6894452657454526Td [(Sectore-333(p)groupT34(lomappgs)g)-354(loinformion,)d)-5 4(No-333(p)used333(4(when333(p)usgs)333(raLD7(h)AP333(raba28(k.k8(k.end]TJ
ET
q
1 0 0 1 1542.879 56452.cm
[]0 d 0 J 0.398 w 0 0 m 0 13.549 l S
Q
BT1 0 0 1 100.892 56452.2m
[]0 d 0 J 0.398 w 0 0 m 3.01.92 0 l S
Q
q
1 0 0 1 101.091 6043962 Td
[]0 d 0 J 0.398 w 0 0 m 0 13.549 l S
Q
BT
/F15 10.9091 Tf 797.998704.8751Td [(T)lge)TJ
ET
q
1 0 0 1 815.524 604.87716m
[]0 d 0 J 0.398 w 0 0 m 3.273 0 l S
Q
BT
/F15 10.9091 Tf 818.797 604.8751Td [(T)endb)]TJ
ET
q
1 0 0 1 1542.879 5743962 Td
[]0 d 0 J 0.398 w 0 0 m 0 13.549 l S
Q
BT
/F15 10.9091 Tf 7968.655 584.8751Td [(T)]TJ
ET
q
1 0 0 1 1602.612 6043962 Td
[]0 d 0 J 0.398 w 0 0 m 0 13.549 l S
Q
BT1 0 0 1 101.091 60424091cm
[]0 d 0 J 0.398 w 0 0 m 0 13.549 l S
Q
BT
/F15 10.9091 Tf 77830771604296647d [(Sectore-333(p)lge)ua)-334(loenc-27(c)dgs)333(loinformion,))1)]TJ
ET
q
1 0 0 1 1542.879 56424091cm
[]0 d 0 J 0.398 w 0 0 m 0 13.549 l S
Q
BT1 0 0 1 100.892 56424071cm
[]0 d 0 J 0.398 w 0 0 m 0 ,)-335 575110 09m
[n0 1 101.091 6043962 Td
[]0 d 0 J 0.398 w 0 0 m 0 13.549 l S
Q
BT5.45 1e)T01 Tf 78576 580.001 T29704700113d [(N)mappgs)db
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HOW TO COMPILE SAMBA

You can obtain the Samba source �le from the Samba Web site1. To obtain
a development version, you can download Samba from Subversion or using
rsync.

42.1 Access Samba Source Code via Subversion

42.1.1 Introduction

Samba is developed in an open environment. Developers use a Subversion
to \checkin" (also known as \commit") new source code. Samba’s various
Subversion branches can be accessed via anonymous Subversion using the
instructions detailed in this chapter.

This chapter is a modi�ed version of the instructions found at the Samba2

Web site.

42.1.2 Subversion Access to samba.org

http://samba.org/
http://samba.org/samba/subversion.html


http://viewcvs.samba.org/
http://subversion.tigris.org/


ftp://pserver.samba.org/pub/unpacked
rsync://pserver.samba.org/ftp/unpacked/
http://rsync.samba.org/






















ftp://ftp.sco.com/
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If you have a mix of jfs and jfs2 �lesystems on the same host, simply use
both ioo commands.

43.6 Solaris

43.6.1 Locking Improvements

Some people have been experiencing problems with F

http://sunsolve.sun.com/search/advsearch.do?collection=PATCH&type=collections&max=50&language=en&queryKey5=112960;rev=14&toDocument=yes
http://sunsolve.sun.com/search/advsearch.do?collection=PATCH&type=collections&max=50&language=en&queryKey5=112960;rev=14&toDocument=yes




Chapter 44

SAMBA AND OTHER CIFS
CLIENTS

This chapter contains client-speci�c information.

44.1 Macintosh Clients

Yes. Thursby1 has a CIFS client/server called DAVE2. They test it against
Windows 95, Windows NT/200x/XP, and Samba for compatibility issues.

http://www.thursby.com/
http://www.thursby.com/products/dave.html
http://www.umich.edu/~rsug/netatalk/
http://www.cs.mu.oz.au/appletalk/atalk.html
http://www.eats.com/linux_mac_win.html
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44.2 OS2 Client

44.2.1 Con�guring OS/2 Warp Connect or OS/2 Warp 4

Basically, you need three components:

ftp://ftp.microsoft.com/BusSys/Clients/LANMAN.OS2/
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20=netwksta.sys
20=netvdd.sys

ftp://ftp.cdrom.com/pub/os2/network/ndis/


http://support.microsoft.com/kb/q99891/






http://support.microsoft.com/default.aspx?scid=kb;Q103765




Chapter 45

SAMBA PERFORMANCE
TUNING

45.1 Comparisons

The Samba server uses TCP to talk to the client, so if you are trying to see
if it performs well, you should really compare it to programs that use the
same protocol. The most readily available programs for �le transfer that
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45.4 Max Xmit

At startup the client and server negotiate a maximum transmit size, which
limits the size of nearly all SMB commands. You can set the maximum size
that Samba will negotiate using the max xmit option in smb.conf. Note









Chapter 46

LDAP AND TRANSPORT
LAYER SECURITY

46.1 Introduction

Up until now, we have discussed the straightforward con�guration of OpenLDAPTM,
with some advanced features such as ACLs. This does not however, deal
with the fact that the network transmissions are still in plain text. This is
where Transport Layer Security (TLS) comes in.

OpenLDAPTM clients and servers are capable of using the Transport Layer
Security (TLS) framework to provide integrity and con�dentiality protec-

http://rfc.net/rfc2830.html


http://rfc.net/rfc2830.html
http://www.thawte.com/
http://www.verisign.com/
http://www.cacert.org/
http://www.openssl.org
http://www.openssl.org/docs/HOWTO/
http://www.openssl.org/docs/HOWTO/
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There are quite a few fields but you can leave some blank
For some fields there will be a default value,
If you enter ’.’, the field will be left blank.
-----
Country Name (2 letter code) [AU]:AU
State or Province Name (full name) [Some-State]:NSW
Locality Name (eg, city) []:Sydney
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stateOrProvinceName = NSW
localityName = Sydney
organizationName = Abmas











Chapter 47



812 Samba Support Chapter 47

https://lists.samba.org/mailman/
http://www.samba.org/samba.irc.html
https://bugzilla.samba.org/


http://www.samba.org/samba/support.html






http://www.isc.org
http://www.oreilly.com/catalog/dns/index.htm
http://www.bind9.net/books-dhcp
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multiple-cnames yes;
listen-on {

mynet;
};

};

# The following three zone definitions do not need any modification.
# The first one defines localhost while the second defines the
# reverse lookup for localhost. The last zone "." is the
# definition of the root name servers.

zone "localhost" in {
type master;
file "localhost.zone";

};

zone "0.0.127.in-addr.arpa" in {
type master;
file "127.0.0.zone";

};

zone "." in {
type hint;
file "root.hint";

};

# You can insert further zone records for your own domains below.

zone "quenya.org" {
type master;
file "/var/named/w.

fynet;
};

falowi-transfr z
fynet;
};
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};

zone "1.168.192.in-addr.arpa" {
type master;
file "/var/named/192.168.1.0.rev";
allow-query {

mynet;
};
allow-transfer {

mynet;
};
allow-update {

mynet;
};

};

The following �les are all located in the directory /var/named. This is the
/var/named/localhost.zone









Appendix A

GNU GENERAL PUBLIC
LICENSE VERSION 3

Version 3, 29 June 2007

Copyright c 2007 Free Software Foundation, Inc. <http://fsf.org/>

Everyone is permitted to copy and distribute verbatim copies of this license

http://fsf.org/
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To protect your rights, we need to prevent others from denying you these
rights or asking you to surrender the rights. Therefore, you have certain
responsibilities if you distribute copies of the software, or if you modify it:
responsibilities to respect the freedom of others.











829

6. Conveying Non-Source Forms.

You may convey a covered work in object code form under the terms of
sections 4 and 5, provided that you also convey the machine-readable Cor-
responding Source under the terms of this License, in one of these ways:

a Convey the object code in, or embodied in, a physical product (includ-
ing a physical distribution medium), accompanied by the Corresponding
Source �xed on a durable physical medium customarily used for software
interchange.

b Convey the object code in, or embodied in, a physical product (including
a physical distribution medium), accompanied by a written o�er, valid
for at least three years and valid for as long as you o�er spare parts or
customer support for that product model, to give anyone who possesses
the object code either (1) a copy of the Corresponding Source for all
the software in the product that is covered by this License, on a durable
physical medium customarily used for software interchange, for a price no
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for further conveying from those to whom you convey the Program, the only
way you could satisfy both those terms and this License would be to refrain
entirely from conveying the Program.

13. Use with the GNU A�ero General Public License.
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How to Apply These Terms to Your New Programs
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propriate parts of the General Public License. Of course, your program’s
commands might be di�erent; for a GUI interface, you would use an \about
box".

You should also get your employer (if you work as a programmer) or school,
if any, to sign a \copyright disclaimer" for the program, if necessary. For
more information on this, and how to apply and follow the GNU GPL, see
<http://www.gnu.org/licenses/>.

http://www.gnu.org/licenses/
http://www.gnu.org/philosophy/why-not-lgpl.html
http://www.gnu.org/philosophy/why-not-lgpl.html




GLOSSARY

Access Control List ( ACL )

A detailed list of permissions granted to users or groups with respect
to �le and network resource access. See Chapter 16, \File, Directory,
and Share Access Controls", for details.

Active Directory Service ( ADS )

A service unique to Microsoft Windows 200x servers that provides
a centrally managed directory for management of user identities and

http://www.easysw.com/
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enables clients to print, 388
enables NetBIOS over TCP/IP, 157
encapsulating, 157
encoding, 116
encryped password, 73
encrypt passwords, 108, 214, 650,

706, 750,





Subject Index 861

gdb, 753, 764
GDI, 456, 457, 485, 486
general security service application

programming interface, see
GSSAPI 66

generic PostScript, 465
generic raster, 470
generic raster format, 464
genlogon.pl, 597
Gentoo, 800
Germany, 688
get, 749
getdriver, 411, 414
getdriverdir, 509
getent, 249, 295, 582
getent group demo, 238
gethostbyname�(p)0(p)122(in)funcn











866 Subject Index

lm announce, 156
lm interval, 156
LM/NT password hashes, 214, 225
LMB, 72, see Local Master Browser

157, 163{168, see Local Mas-
ter Browser 169, 170, 174,















Subject Index 873

not part of domain, 172
not stored anywhere, 195
not transitive, 378
Novell, 107, 618
Novell eDirectory server, 640
NSS, 122, 197, 200, 216, 218, 223,

237, 285, 287, 295, 567{
569, 571{573, 586, 590

nss ldap, 95, 197, 200, 285, 289,
301, 302

nss winbind.so.1, 576
nsswitch.conf, 47
nt acl support, 324, 328{330, 794
NT domain, 569
NT groups, 111, 239
NT migration scripts, 217
NT password, 206
NT Server Manager, 325
NT-controlled domain, 377
NT-encrypted password, 101
NT-encrypted passwords, 190
NT4, 286, 287
NT4 Domain, 286
NT4 domain, 287, 567
NT4 domain members, 285
NT4 style policy updates, 609
NT4 User Manager for Domains,

305
NT4-style, 378
NT4-style domain, 371
NT4-style domains, 373
Nt4sp6ai.exe, 606
NT STATUS LOGON FAILURE,

715
NT STATUS UNSUCCESSFUL, 417
NTCon�g.POL,



874 Subject Index

oplock, 690
oplock break, 345{347, 350
oplock break wait time, 350, 354
oplock contention limit, 350
oplock handling, 690
oplock mechanism, 350
oplock messages, 691
oplock parameters, 350
oplocks, 345{347
oplocks disabled, 349
oplocks management, 349
Opportunistic locking, 346
opportunistic locking, 343, 345
optional, 644





876 Subject Index

PJL, 489, 500, 534
PJL-header, 534
plague network users, 128
plain-text

passwords, 54
plaintext, 190
plaintext authentication, 190
plaintext password, 79, 97
plaintext passwords, 192, 193,





878 Subject Index

problem report, 814
problem resolution, 813
problematic print, 387
Process data management, 349
professional support, 814
pro�le, 74, 78, 87, 191, 192
pro�le access rights, 626
pro�le contents, 623
pro�le directory, 618
pro�le migration tool, 626
pro�le path, 89, 618, 620
pro�le sharing, 623
Pro�lePath, 619
Pro�les, 604
pro�les, 78
project, 814
promiscuous mode, 754
promote, 68, 69
promoted, 89
propagate, 86
Properties, 132, 137
protect directories, 320
protect �les, 320
protection against attackers, 367
protocol stack settings, 131





880 Subject Index

replication, 63, 90
browse lists, 179
SAM, 69, 86, 88, 93, 97
WINS, 158, 172, 173

replication protocols, 172
repository, 287
requesting payment, 814
required, 644
requisite, 644
research, 683
resizing, 561
resolution, 475
resolution of NetBIOS names, 153
resolve NetBIOS names, 168
resolver functions, 573
resource failover, 692
resource kit, 608, 624
resource-based exclusion, 364
response, 295
restore, 767
restrict DNS, 176



Subject Index 881

LDAP, 85
ldapsam, 86, 191, 197, 216
ldapsam compat, 190
non-LDAP, 86
smbpasswd, 190, 214
tdbsam, 86, 191, 215

Samba 1.9.17, 171
Samba account, 103
Samba administrator,









Subject Index 885

spinning process, 765
spool, 389

directory, 4
spool �les, 402
spooled �le, 387
spooler., 4
spooling, 400, 452

central, 452
peer-to-peer, 452

spooling path, 389
spooling-only, 452
SPOOLSS, 402
SQL, 152
SQUID, 66
SRV records, 112, 113, 160
SRV RR, 660
SrvMgr.exe, 104
srvmgr.exe, 104
SRVTOOLS.EXE, 104, 594
SSH, 415, 596
ssh, 94, 97, 215, 684
SSL, 737
SSO, 64, 99, 198
stability, 722
stack trace, 764
stale network links, 186
stand-alone server, 286
standalone, 45, 70, 246, 287
standalone �lter, 470
standalone server, 107, 121, 122,

206, 385, 723
standard con�rmation, 373
stanza, 4, 696
stapling, 468
StartDocPrinter, 403
starting samba

nmbd, 6, 25, 29
smbd, 6, 25, 29
winbindd, 6, 29, 568

startsmb, 779

StartTLS, 225
startup

process, 7
startup script, 580
state, 689
state information, 688
state of knowledge, 687
static WINS entries, 173
status32 codes, 707
sticky bit, 319, 724
storage mechanism, 200
storage methods, 201
stphoto2.pps, 707
status32 crands,dele34(kno4]TJmaTJ
0 gicG
 [-333(201)]TJ
0 g 069
 0 -13.549 Td [(startup)]TJ 19.ri)]TJ/
0 gTJ
0 g iti G
 [-334(400)]TJ
0 g 0344 0 -13.549 Td [(startup)]TJ 19.ri0 G
 [-e, 201







888 Subject Index

UNIX �le system access controls,
314

UNIX group, 250
UNIX groups, 231, 569
UNIX home directories, 368
UNIX host system, 304
UNIX ID, 574
UNIX locking, 344
UNIX login ID, 101
UNIX permissions, 728
UNIX printer, 395
UNIX printing, 386
UNIX system account, 119
UNIX system accounts, 304
UNIX system �les,








	About the Cover Artwork
	Attribution
	Contents
	List of Examples
	List of Figures
	List of Tables
	Foreword
	Preface
	Introduction
	Part I General Installation
	Preparing Samba for Configuration
	Chapter 1 How to Install and Test SAMBA
	1.1 Obtaining and Installing Samba
	1.2 Configuring Samba (smb.conf)
	1.2.1 Configuration File Syntax
	1.2.2 TDB Database File Information
	1.2.3 Starting Samba
	1.2.4 Example Configuration
	1.2.4.1 Test Your Config File with testparm

	1.2.5 SWAT

	1.3 List Shares Available on the Server
	1.4 Connect with a UNIX Client
	1.5 Connect from a Remote SMB Client
	1.5.1 What If Things Don't Work?
	1.5.2 Still Stuck?

	1.6 Common Errors
	1.6.1 Large Number of smbd Processes
	1.6.2 Error Message: open_oplock_ipc
	1.6.3 ``The network name cannot be found''


	Chapter 2 Fast Start: Cure for Impatience
	2.1 Features and Benefits
	2.2 Description of Example Sites
	2.3 Worked Examples
	2.3.1 Standalone Server
	2.3.1.1 Anonymous Read-Only Document Server
	2.3.1.2 Anonymous Read-Write Document Server
	2.3.1.3 Anonymous Print Server
	2.3.1.4 Secure Read-Write File and Print Server

	2.3.2 Domain Member Server
	2.3.2.1 Example Configuration

	2.3.3 Domain Controller
	2.3.3.1 Example: Engineering Office
	2.3.3.2 A Big Organization




	Part II Server Configuration Basics
	First Steps in Server Configuration
	Chapter 3 Server Types and Security Modes
	3.1 Features and Benefits
	3.2 Server Types
	3.3 Samba Security Modes
	3.3.1 User Level Security
	3.3.1.1 Example Configuration

	3.3.2 Share-Level Security
	3.3.2.1 Example Configuration

	3.3.3 Domain Security Mode (User-Level Security)
	3.3.3.1 Example Configuration

	3.3.4 ADS Security Mode (User-Level Security)
	3.3.4.1 Example Configuration

	3.3.5 Server Security (User Level Security)
	3.3.5.1 Example Configuration


	3.4 Password Checking
	3.5 Common Errors
	3.5.1 What Makes Samba a Server?
	3.5.2 What Makes Samba a Domain Controller?
	3.5.3 What Makes Samba a Domain Member?
	3.5.4 Constantly Losing Connections to Password Server
	3.5.5 Stand-alone Server is converted to Domain Controller --- Now User accounts don't work


	Chapter 4 Domain Control
	4.1 Features and Benefits
	4.2 Single Sign-On and Domain Security
	4.3 Basics of Domain Control
	4.3.1 Domain Controller Types
	4.3.2 Preparing for Domain Control

	4.4 Domain Control: Example Configuration
	4.5 Samba ADS Domain Control
	4.6 Domain and Network Logon Configuration
	4.6.1 Domain Network Logon Service
	4.6.1.1 Example Configuration
	4.6.1.2 The Special Case of MS Windows XP Home Edition
	4.6.1.3 The Special Case of Windows 9x/Me

	4.6.2 Security Mode and Master Browsers

	4.7 Common Errors
	4.7.1 ``$'' Cannot Be Included in Machine Name
	4.7.2 Joining Domain Fails Because of Existing Machine Account
	4.7.3 The System Cannot Log You On (C000019B)
	4.7.4 The Machine Trust Account Is Not Accessible
	4.7.5 Account Disabled
	4.7.6 Domain Controller Unavailable
	4.7.7 Cannot Log onto Domain Member Workstation After Joining Domain


	Chapter 5 Backup Domain Control
	5.1 Features and Benefits
	5.2 Essential Background Information
	5.2.1 MS Windows NT4-style Domain Control
	5.2.1.1 Example PDC Configuration

	5.2.2 LDAP Configuration Notes
	5.2.3 Active Directory Domain Control
	5.2.4 What Qualifies a Domain Controller on the Network?
	5.2.5 How Does a Workstation find its Domain Controller?
	5.2.5.1 NetBIOS Over TCP/IP Enabled
	5.2.5.2 NetBIOS Over TCP/IP Disabled


	5.3 Backup Domain Controller Configuration
	5.3.1 Example Configuration

	5.4 Common Errors
	5.4.1 Machine Accounts Keep Expiring
	5.4.2 Can Samba Be a Backup Domain Controller to an NT4 PDC?
	5.4.3 How Do I Replicate the smbpasswd File?
	5.4.4 Can I Do This All with LDAP?


	Chapter 6 Domain Membership
	6.1 Features and Benefits
	6.2 MS Windows Workstation/Server Machine Trust Accounts
	6.2.1 Manual Creation of Machine Trust Accounts
	6.2.2 Managing Domain Machine Accounts using NT4 Server Manager
	6.2.3 On-the-Fly Creation of Machine Trust Accounts
	6.2.4 Making an MS Windows Workstation or Server a Domain Member
	6.2.4.1 Windows 200x/XP Professional Client
	6.2.4.2 Windows NT4 Client
	6.2.4.3 Samba Client


	6.3 Domain Member Server
	6.3.1 Joining an NT4-type Domain with Samba-3
	6.3.2 Why Is This Better Than security = server?

	6.4 Samba ADS Domain Membership
	6.4.1 Configure smb.conf
	6.4.2 Configure /etc/krb5.conf
	6.4.3 Create the Computer Account
	6.4.3.1 Possible Errors

	6.4.4 Testing Server Setup
	6.4.5 Testing with smbclient
	6.4.6 Notes

	6.5 Sharing User ID Mappings between Samba Domain Members
	6.6 Common Errors
	6.6.1 Cannot Add Machine Back to Domain
	6.6.2 Adding Machine to Domain Fails
	6.6.3 I Can't Join a Windows 2003 PDC


	Chapter 7 Standalone Servers
	7.1 Features and Benefits
	7.2 Background
	7.3 Example Configuration
	7.3.1 Reference Documentation Server
	7.3.2 Central Print Serving

	7.4 Common Errors

	Chapter 8 MS Windows Network Configuration Guide
	8.1 Features and Benefits
	8.2 Technical Details
	8.2.1 TCP/IP Configuration
	8.2.1.1 MS Windows XP Professional
	8.2.1.2 MS Windows 2000
	8.2.1.3 MS Windows Me

	8.2.2 Joining a Domain: Windows 2000/XP Professional
	8.2.3 Domain Logon Configuration: Windows 9x/Me

	8.3 Common Errors


	Part III Advanced Configuration
	Valuable Nuts and Bolts Information
	Chapter 9 Important and Critical Change Notes for the Samba 3.x Series
	9.1 Important Samba-3.2.x Change Notes
	9.2 Important Samba-3.0.x Change Notes
	9.2.1 User and Group Changes
	9.2.2 Essential Group Mappings
	9.2.3 Passdb Changes
	9.2.4 Group Mapping Changes in Samba-3.0.23
	9.2.5 LDAP Changes in Samba-3.0.23


	Chapter 10 Network Browsing
	10.1 Features and Benefits
	10.2 What Is Browsing?
	10.3 Discussion
	10.3.1 NetBIOS over TCP/IP
	10.3.2 TCP/IP without NetBIOS
	10.3.3 DNS and Active Directory

	10.4 How Browsing Functions
	10.4.1 Configuring Workgroup Browsing
	10.4.2 Domain Browsing Configuration
	10.4.3 Forcing Samba to Be the Master
	10.4.4 Making Samba the Domain Master
	10.4.5 Note about Broadcast Addresses
	10.4.6 Multiple Interfaces
	10.4.7 Use of the Remote Announce Parameter
	10.4.8 Use of the Remote Browse Sync Parameter

	10.5 WINS: The Windows Internetworking Name Server
	10.5.1 WINS Server Configuration
	10.5.2 WINS Replication
	10.5.3 Static WINS Entries

	10.6 Helpful Hints
	10.6.1 Windows Networking Protocols
	10.6.2 Name Resolution Order

	10.7 Technical Overview of Browsing
	10.7.1 Browsing Support in Samba
	10.7.2 Problem Resolution
	10.7.3 Cross-Subnet Browsing
	10.7.3.1 Behavior of Cross-Subnet Browsing


	10.8 Common Errors
	10.8.1 Flushing the Samba NetBIOS Name Cache
	10.8.2 Server Resources Cannot Be Listed
	10.8.3 I Get an "Unable to browse the network" Error
	10.8.4 Browsing of Shares and Directories is Very Slow
	10.8.5 Invalid Cached Share References Affects Network Browsing


	Chapter 11 Account Information Databases
	11.1 Features and Benefits
	11.1.1 Backward Compatibility Account Storage Systems
	11.1.2 New Account Storage Systems

	11.2 Technical Information
	11.2.1 Important Notes About Security
	11.2.1.1 Advantages of Encrypted Passwords
	11.2.1.2 Advantages of Non-Encrypted Passwords

	11.2.2 Mapping User Identifiers between MS Windows and UNIX
	11.2.3 Mapping Common UIDs/GIDs on Distributed Machines
	11.2.4 Comments Regarding LDAP
	11.2.4.1 Caution Regarding LDAP and Samba

	11.2.5 LDAP Directories and Windows Computer Accounts

	11.3 Account Management Tools
	11.3.1 The smbpasswd Tool
	11.3.2 The pdbedit Tool
	11.3.2.1 User Account Management
	11.3.2.2 Account Import/Export


	11.4 Password Backends
	11.4.1 Plaintext
	11.4.2 smbpasswd: Encrypted Password Database
	11.4.3 tdbsam
	11.4.4 ldapsam
	11.4.4.1 Supported LDAP Servers
	11.4.4.2 Schema and Relationship to the RFC 2307 posixAccount
	11.4.4.3 OpenLDAP Configuration
	11.4.4.4 Initialize the LDAP Database
	11.4.4.5 Configuring Samba
	11.4.4.6 Accounts and Groups Management
	11.4.4.7 Security and sambaSamAccount
	11.4.4.8 LDAP Special Attributes for sambaSamAccounts
	11.4.4.9 Example LDIF Entries for a sambaSamAccount
	11.4.4.10 Password Synchronization
	11.4.4.11 Using OpenLDAP Overlay for Password Synchronization


	11.5 Common Errors
	11.5.1 Users Cannot Logon
	11.5.2 Configuration of auth methods


	Chapter 12 Group Mapping: MS Windows and UNIX
	12.1 Features and Benefits
	12.2 Discussion
	12.2.1 Warning: User Private Group Problems
	12.2.2 Nested Groups: Adding Windows Domain Groups to Windows Local Groups
	12.2.3 Important Administrative Information
	12.2.3.1 Applicable Only to Versions Earlier than 3.0.11

	12.2.4 Default Users, Groups, and Relative Identifiers
	12.2.5 Example Configuration

	12.3 Configuration Scripts
	12.3.1 Sample smb.conf Add Group Script
	12.3.2 Script to Configure Group Mapping

	12.4 Common Errors
	12.4.1 Adding Groups Fails
	12.4.2 Adding Domain Users to the Workstation Power Users Group


	Chapter 13 Remote and Local Management: The Net Command
	13.1 Overview
	13.2 Administrative Tasks and Methods
	13.3 UNIX and Windows Group Management
	13.3.1 Adding, Renaming, or Deletion of Group Accounts
	13.3.1.1 Adding or Creating a New Group
	13.3.1.2 Mapping Windows Groups to UNIX Groups
	13.3.1.3 Deleting a Group Account
	13.3.1.4 Rename Group Accounts

	13.3.2 Manipulating Group Memberships
	13.3.3 Nested Group Support
	13.3.3.1 Managing Nest Groups on Workstations from the Samba Server


	13.4 UNIX and Windows User Management
	13.4.1 Adding User Accounts
	13.4.2 Deletion of User Accounts
	13.4.3 Managing User Accounts
	13.4.4 User Mapping

	13.5 Administering User Rights and Privileges
	13.6 Managing Trust Relationships
	13.6.1 Machine Trust Accounts
	13.6.2 Interdomain Trusts

	13.7 Managing Security Identifiers (SIDS)
	13.8 Share Management
	13.8.1 Creating, Editing, and Removing Shares
	13.8.2 Creating and Changing Share ACLs
	13.8.3 Share, Directory, and File Migration
	13.8.3.1 Share Migration
	13.8.3.2 File and Directory Migration
	13.8.3.3 Share-ACL Migration
	13.8.3.4 Simultaneous Share and File Migration

	13.8.4 Printer Migration

	13.9 Controlling Open Files
	13.10 Session and Connection Management
	13.11 Printers and ADS
	13.12 Manipulating the Samba Cache
	13.13 Managing IDMAP UID/SID Mappings
	13.13.1 Creating an IDMAP Database Dump File
	13.13.2 Restoring the IDMAP Database Dump File

	13.14 Other Miscellaneous Operations

	Chapter 14 Identity Mapping (IDMAP)
	14.1 Samba Server Deployment Types and IDMAP
	14.1.1 Standalone Samba Server
	14.1.2 Domain Member Server or Domain Member Client
	14.1.3 Primary Domain Controller
	14.1.4 Backup Domain Controller

	14.2 Examples of IDMAP Backend Usage
	14.2.1 Default Winbind TDB
	14.2.1.1 NT4-Style Domains (Includes Samba Domains)
	14.2.1.2 ADS Domains

	14.2.2 IDMAP_RID with Winbind
	14.2.3 IDMAP Storage in LDAP Using Winbind
	14.2.4 IDMAP and NSS Using LDAP from ADS with RFC2307bis Schema Extension
	14.2.4.1 IDMAP, Active Directory, and MS Services for UNIX 3.5
	14.2.4.2 IDMAP, Active Directory and AD4UNIX



	Chapter 15 User Rights and Privileges
	15.1 Rights Management Capabilities
	15.1.1 Using the ``net rpc rights'' Utility
	15.1.2 Description of Privileges
	15.1.3 Privileges Suppored by Windows 2000 Domain Controllers

	15.2 The Administrator Domain SID
	15.3 Common Errors
	15.3.1 What Rights and Privileges Will Permit Windows Client Administration?


	Chapter 16 File, Directory, and Share Access Controls
	16.1 Features and Benefits
	16.2 File System Access Controls
	16.2.1 MS Windows NTFS Comparison with UNIX File Systems
	16.2.2 Managing Directories
	16.2.3 File and Directory Access Control
	16.2.3.1 Protecting Directories and Files from Deletion


	16.3 Share Definition Access Controls
	16.3.1 User- and Group-Based Controls
	16.3.2 File and Directory Permissions-Based Controls
	16.3.3 Miscellaneous Controls

	16.4 Access Controls on Shares
	16.4.1 Share Permissions Management
	16.4.1.1 Windows NT4 Workstation/Server
	16.4.1.2 Windows 200x/XP


	16.5 MS Windows Access Control Lists and UNIX Interoperability
	16.5.1 Managing UNIX Permissions Using NT Security Dialogs
	16.5.2 Viewing File Security on a Samba Share
	16.5.3 Viewing File Ownership
	16.5.4 Viewing File or Directory Permissions
	16.5.4.1 File Permissions
	16.5.4.2 Directory Permissions

	16.5.5 Modifying File or Directory Permissions
	16.5.6 Interaction with the Standard Samba ``create mask'' Parameters
	16.5.7 Interaction with the Standard Samba File Attribute Mapping
	16.5.8 Windows NT/200X ACLs and POSIX ACLs Limitations
	16.5.8.1 UNIX POSIX ACL Overview
	16.5.8.2 Mapping of Windows File ACLs to UNIX POSIX ACLs
	16.5.8.3 Mapping of Windows Directory ACLs to UNIX POSIX ACLs


	16.6 Common Errors
	16.6.1 Users Cannot Write to a Public Share
	16.6.2 File Operations Done as root with force user Set
	16.6.3 MS Word with Samba Changes Owner of File


	Chapter 17 File and Record Locking
	17.1 Features and Benefits
	17.2 Discussion
	17.2.1 Opportunistic Locking Overview
	17.2.1.1 Exclusively Accessed Shares
	17.2.1.2 Multiple-Accessed Shares or Files
	17.2.1.3 UNIX or NFS Client-Accessed Files
	17.2.1.4 Slow and/or Unreliable Networks
	17.2.1.5 Multiuser Databases
	17.2.1.6 PDM Data Shares
	17.2.1.7 Beware of Force User
	17.2.1.8 Advanced Samba Oplocks Parameters
	17.2.1.9 Mission-Critical, High-Availability


	17.3 Samba Oplocks Control
	17.3.1 Example Configuration
	17.3.1.1 Disabling Oplocks
	17.3.1.2 Disabling Kernel Oplocks


	17.4 MS Windows Oplocks and Caching Controls
	17.4.1 Workstation Service Entries
	17.4.2 Server Service Entries

	17.5 Persistent Data Corruption
	17.6 Common Errors
	17.6.1 locking.tdb Error Messages
	17.6.2 Problems Saving Files in MS Office on Windows XP
	17.6.3 Long Delays Deleting Files over Network with XP SP1

	17.7 Additional Reading

	Chapter 18 Securing Samba
	18.1 Introduction
	18.2 Features and Benefits
	18.3 Technical Discussion of Protective Measures and Issues
	18.3.1 Using Host-Based Protection
	18.3.2 User-Based Protection
	18.3.3 Using Interface Protection
	18.3.4 Using a Firewall
	18.3.5 Using IPC$ Share-Based Denials
	18.3.6 NTLMv2 Security

	18.4 Upgrading Samba
	18.5 Common Errors
	18.5.1 Smbclient Works on Localhost, but the Network Is Dead
	18.5.2 Why Can Users Access Other Users' Home Directories?


	Chapter 19 Interdomain Trust Relationships
	19.1 Features and Benefits
	19.2 Trust Relationship Background
	19.3 Native MS Windows NT4 Trusts Configuration
	19.3.1 Creating an NT4 Domain Trust
	19.3.2 Completing an NT4 Domain Trust
	19.3.3 Interdomain Trust Facilities

	19.4 Configuring Samba NT-Style Domain Trusts
	19.4.1 Samba as the Trusted Domain
	19.4.2 Samba as the Trusting Domain

	19.5 NT4-Style Domain Trusts with Windows 2000
	19.6 Common Errors
	19.6.1 Browsing of Trusted Domain Fails
	19.6.2 Problems with LDAP ldapsam and Older Versions of smbldap-tools


	Chapter 20 Hosting a Microsoft Distributed File System Tree
	20.1 Features and Benefits
	20.2 Common Errors
	20.2.1 MSDFS UNIX Path Is Case-Critical


	Chapter 21 Classical Printing Support
	21.1 Features and Benefits
	21.2 Technical Introduction
	21.2.1 Client to Samba Print Job Processing
	21.2.2 Printing-Related Configuration Parameters

	21.3 Simple Print Configuration
	21.3.1 Verifying Configuration with testparm
	21.3.2 Rapid Configuration Validation

	21.4 Extended Printing Configuration
	21.4.1 Detailed Explanation Settings
	21.4.1.1 The [global] Section
	21.4.1.2 The [printers] Section
	21.4.1.3 Any [my_printer_name] Section
	21.4.1.4 Print Commands
	21.4.1.5 Default UNIX System Printing Commands
	21.4.1.6 Custom Print Commands


	21.5 Printing Developments Since Samba-2.2
	21.5.1 Point'n'Print Client Drivers on Samba Servers
	21.5.2 The Obsoleted [printer$] Section
	21.5.3 Creating the [print$] Share
	21.5.4 [print$] Stanza Parameters
	21.5.5 The [print$] Share Directory

	21.6 Installing Drivers into [print$]
	21.6.1 Add Printer Wizard Driver Installation
	21.6.2 Installing Print Drivers Using rpcclient
	21.6.2.1 Identifying Driver Files
	21.6.2.2 Obtaining Driver Files from Windows Client [print$] Shares
	21.6.2.3 Installing Driver Files into [print$]
	21.6.2.4 smbclient to Confirm Driver Installation
	21.6.2.5 Running rpcclient with adddriver
	21.6.2.6 Checking adddriver Completion
	21.6.2.7 Check Samba for Driver Recognition
	21.6.2.8 Specific Driver Name Flexibility
	21.6.2.9 Running rpcclient with setdriver


	21.7 Client Driver Installation Procedure
	21.7.1 First Client Driver Installation
	21.7.2 Setting Device Modes on New Printers
	21.7.3 Additional Client Driver Installation
	21.7.4 Always Make First Client Connection as root or ``printer admin''

	21.8 Other Gotchas
	21.8.1 Setting Default Print Options for Client Drivers
	21.8.2 Supporting Large Numbers of Printers
	21.8.3 Adding New Printers with the Windows NT APW
	21.8.4 Error Message: ``Cannot connect under a different Name''
	21.8.5 Take Care When Assembling Driver Files
	21.8.6 Samba and Printer Ports
	21.8.7 Avoiding Common Client Driver Misconfiguration

	21.9 The Imprints Toolset
	21.9.1 What Is Imprints?
	21.9.2 Creating Printer Driver Packages
	21.9.3 The Imprints Server
	21.9.4 The Installation Client

	21.10 Adding Network Printers without User Interaction
	21.11 The addprinter Command
	21.12 Migration of Classical Printing to Samba
	21.13 Publishing Printer Information in Active Directory or LDAP
	21.14 Common Errors
	21.14.1 I Give My Root Password but I Do Not Get Access
	21.14.2 My Print Jobs Get Spooled into the Spooling Directory, but Then Get Lost


	Chapter 22 CUPS Printing Support
	22.1 Introduction
	22.1.1 Features and Benefits
	22.1.2 Overview

	22.2 Basic CUPS Support Configuration
	22.2.1 Linking smbd with libcups.so
	22.2.2 Simple smb.conf Settings for CUPS
	22.2.3 More Complex CUPS smb.conf Settings

	22.3 Advanced Configuration
	22.3.1 Central Spooling vs. ``Peer-to-Peer'' Printing
	22.3.2 Raw Print Serving: Vendor Drivers on Windows Clients
	22.3.3 Installation of Windows Client Drivers
	22.3.4 Explicitly Enable ``raw'' Printing for application/octet-stream
	22.3.5 Driver Upload Methods

	22.4 Advanced Intelligent Printing with PostScript Driver Download
	22.4.1 GDI on Windows, PostScript on UNIX
	22.4.2 Windows Drivers, GDI, and EMF
	22.4.3 UNIX Printfile Conversion and GUI Basics
	22.4.4 PostScript and Ghostscript
	22.4.5 Ghostscript: The Software RIP for Non-PostScript Printers
	22.4.6 PostScript Printer Description (PPD) Specification
	22.4.7 Using Windows-Formatted Vendor PPDs
	22.4.8 CUPS Also Uses PPDs for Non-PostScript Printers

	22.5 The CUPS Filtering Architecture
	22.5.1 MIME Types and CUPS Filters
	22.5.2 MIME Type Conversion Rules
	22.5.3 Filtering Overview
	22.5.3.1 Filter Requirements

	22.5.4 Prefilters
	22.5.5 pstops
	22.5.6 pstoraster
	22.5.7 imagetops and imagetoraster
	22.5.8 rasterto [printers specific]
	22.5.9 CUPS Backends
	22.5.10 The Role of cupsomatic/foomatic
	22.5.11 The Complete Picture
	22.5.12 mime.convs
	22.5.13 ``Raw'' Printing
	22.5.14 application/octet-stream Printing
	22.5.15 PostScript Printer Descriptions for Non-PostScript Printers
	22.5.16 cupsomatic/foomatic-rip Versus Native CUPS Printing
	22.5.17 Examples for Filtering Chains
	22.5.18 Sources of CUPS Drivers/PPDs
	22.5.19 Printing with Interface Scripts

	22.6 Network Printing (Purely Windows)
	22.6.1 From Windows Clients to an NT Print Server
	22.6.2 Driver Execution on the Client
	22.6.3 Driver Execution on the Server

	22.7 Network Printing (Windows Clients and UNIX/Samba Print Servers)
	22.7.1 From Windows Clients to a CUPS/Samba Print Server
	22.7.2 Samba Receiving Job-Files and Passing Them to CUPS

	22.8 Network PostScript RIP
	22.8.1 PPDs for Non-PS Printers on UNIX
	22.8.2 PPDs for Non-PS Printers on Windows

	22.9 Windows Terminal Servers (WTS) as CUPS Clients
	22.9.1 Printer Drivers Running in ``Kernel Mode'' Cause Many Problems
	22.9.2 Workarounds Impose Heavy Limitations
	22.9.3 CUPS: A ``Magical Stone''?
	22.9.4 PostScript Drivers with No Major Problems, Even in Kernel Mode

	22.10 Configuring CUPS for Driver Download
	22.10.1 cupsaddsmb: The Unknown Utility
	22.10.2 Prepare Your smb.conf for cupsaddsmb
	22.10.3 CUPS ``PostScript Driver for Windows NT/200x/XP''
	22.10.4 Recognizing Different Driver Files
	22.10.5 Acquiring the Adobe Driver Files
	22.10.6 ESP Print Pro PostScript Driver for Windows NT/200x/XP
	22.10.7 Caveats to Be Considered
	22.10.8 Windows CUPS PostScript Driver Versus Adobe Driver
	22.10.9 Run cupsaddsmb (Quiet Mode)
	22.10.10 Run cupsaddsmb with Verbose Output
	22.10.11 Understanding cupsaddsmb
	22.10.12 How to Recognize If cupsaddsmb Completed Successfully
	22.10.13 cupsaddsmb with a Samba PDC
	22.10.14 cupsaddsmb Flowchart
	22.10.15 Installing the PostScript Driver on a Client
	22.10.16 Avoiding Critical PostScript Driver Settings on the Client

	22.11 Installing PostScript Driver Files Manually Using rpcclient
	22.11.1 A Check of the rpcclient man Page
	22.11.2 Understanding the rpcclient man Page
	22.11.3 Producing an Example by Querying a Windows Box
	22.11.4 Requirements for adddriver and setdriver to Succeed
	22.11.5 Manual Driver Installation in 15 Steps
	22.11.6 Troubleshooting Revisited

	22.12 The Printing *.tdb Files
	22.12.1 Trivial Database Files
	22.12.2 Binary Format
	22.12.3 Losing *.tdb Files
	22.12.4 Using tdbbackup

	22.13 CUPS Print Drivers from Linuxprinting.org
	22.13.1 foomatic-rip and Foomatic Explained
	22.13.1.1 690 ``Perfect'' Printers
	22.13.1.2 How the Printing HOWTO Started It All
	22.13.1.3 Foomatic's Strange Name
	22.13.1.4 cupsomatic, pdqomatic, lpdomatic, directomatic
	22.13.1.5 The Grand Unification Achieved
	22.13.1.6 Driver Development Outside
	22.13.1.7 Forums, Downloads, Tutorials, Howtos (Also for Mac OS X and Commercial UNIX)
	22.13.1.8 Foomatic Database-Generated PPDs

	22.13.2 foomatic-rip and Foomatic PPD Download and Installation

	22.14 Page Accounting with CUPS
	22.14.1 Setting Up Quotas
	22.14.2 Correct and Incorrect Accounting
	22.14.3 Adobe and CUPS PostScript Drivers for Windows Clients
	22.14.4 The page_log File Syntax
	22.14.5 Possible Shortcomings
	22.14.6 Future Developments
	22.14.7 Other Accounting Tools

	22.15 Additional Material
	22.16 Autodeletion or Preservation of CUPS Spool Files
	22.16.1 CUPS Configuration Settings Explained
	22.16.2 Preconditions
	22.16.3 Manual Configuration

	22.17 Printing from CUPS to Windows-Attached Printers
	22.18 More CUPS Filtering Chains
	22.19 Common Errors
	22.19.1 Windows 9x/Me Client Can't Install Driver
	22.19.2 ``cupsaddsmb'' Keeps Asking for Root Password in Never-ending Loop
	22.19.3 ``cupsaddsmb'' or ``rpcclient addriver'' Emit Error
	22.19.4 ``cupsaddsmb'' Errors
	22.19.5 Client Can't Connect to Samba Printer
	22.19.6 New Account Reconnection from Windows 200x/XP Troubles
	22.19.7 Avoid Being Connected to the Samba Server as the Wrong User
	22.19.8 Upgrading to CUPS Drivers from Adobe Drivers
	22.19.9 Can't Use ``cupsaddsmb'' on Samba Server, Which Is a PDC
	22.19.10 Deleted Windows 200x Printer Driver Is Still Shown
	22.19.11 Windows 200x/XP Local Security Policies
	22.19.12 Administrator Cannot Install Printers for All Local Users
	22.19.13 Print Change, Notify Functions on NT Clients
	22.19.14 Windows XP SP1
	22.19.15 Print Options for All Users Can't Be Set on Windows 200x/XP
	22.19.16 Most Common Blunders in Driver Settings on Windows Clients
	22.19.17 cupsaddsmb Does Not Work with Newly Installed Printer
	22.19.18 Permissions on /var/spool/samba/ Get Reset After Each Reboot
	22.19.19 Print Queue Called ``lp'' Mishandles Print Jobs
	22.19.20 Location of Adobe PostScript Driver Files for ``cupsaddsmb''

	22.20 Overview of the CUPS Printing Processes

	Chapter 23 Stackable VFS modules
	23.1 Features and Benefits
	23.2 Discussion
	23.3 Included Modules
	23.3.1 audit
	23.3.2 default_quota
	23.3.3 extd_audit
	23.3.3.1 Configuration of Auditing

	23.3.4 fake_perms
	23.3.5 recycle
	23.3.6 netatalk
	23.3.7 shadow_copy
	23.3.7.1 Shadow Copy Setup


	23.4 VFS Modules Available Elsewhere
	23.4.1 DatabaseFS
	23.4.2 vscan
	23.4.3 vscan-clamav


	Chapter 24 Winbind: Use of Domain Accounts
	24.1 Features and Benefits
	24.2 Introduction
	24.3 What Winbind Provides
	24.3.1 Target Uses
	24.3.2 Handling of Foreign SIDs

	24.4 How Winbind Works
	24.4.1 Microsoft Remote Procedure Calls
	24.4.2 Microsoft Active Directory Services
	24.4.3 Name Service Switch
	24.4.4 Pluggable Authentication Modules
	24.4.5 User and Group ID Allocation
	24.4.6 Result Caching

	24.5 Installation and Configuration
	24.5.1 Introduction
	24.5.2 Requirements
	24.5.3 Testing Things Out
	24.5.3.1 Configure nsswitch.conf and the Winbind Libraries on Linux and Solaris
	24.5.3.2 NSS Winbind on AIX
	24.5.3.3 Configure smb.conf
	24.5.3.4 Join the Samba Server to the PDC Domain
	24.5.3.5 Starting and Testing the winbindd Daemon
	24.5.3.6 Fix the init.d Startup Scripts
	24.5.3.7 Configure Winbind and PAM


	24.6 Conclusion
	24.7 Common Errors
	24.7.1 NSCD Problem Warning
	24.7.2 Winbind Is Not Resolving Users and Groups


	Chapter 25 Advanced Network Management
	25.1 Features and Benefits
	25.2 Remote Server Administration
	25.3 Remote Desktop Management
	25.3.1 Remote Management from NoMachine.Com
	25.3.2 Remote Management with ThinLinc

	25.4 Network Logon Script Magic
	25.4.1 Adding Printers without User Intervention
	25.4.2 Limiting Logon Connections


	Chapter 26 System and Account Policies
	26.1 Features and Benefits
	26.2 Creating and Managing System Policies
	26.2.1 Windows 9x/ME Policies
	26.2.2 Windows NT4-Style Policy Files
	26.2.2.1 Registry Spoiling

	26.2.3 MS Windows 200x/XP Professional Policies
	26.2.3.1 Administration of Windows 200x/XP Policies
	26.2.3.2 Custom System Policy Templates


	26.3 Managing Account/User Policies
	26.4 Management Tools
	26.4.1 Samba Editreg Toolset
	26.4.2 Windows NT4/200x
	26.4.3 Samba PDC

	26.5 System Startup and Logon Processing Overview
	26.6 Common Errors
	26.6.1 Policy Does Not Work


	Chapter 27 Desktop Profile Management
	27.1 Features and Benefits
	27.2 Roaming Profiles
	27.2.1 Samba Configuration for Profile Handling
	27.2.1.1 NT4/200x User Profiles
	27.2.1.2 Windows 9x/Me User Profiles
	27.2.1.3 Mixed Windows Windows 9x/Me and NT4/200x User Profiles
	27.2.1.4 Disabling Roaming Profile Support

	27.2.2 Windows Client Profile Configuration Information
	27.2.2.1 Windows 9x/Me Profile Setup
	27.2.2.2 Windows NT4 Workstation
	27.2.2.3 Windows 2000/XP Professional

	27.2.3 User Profile Hive Cleanup Service
	27.2.4 Sharing Profiles between Windows 9x/Me and NT4/200x/XP Workstations
	27.2.5 Profile Migration from Windows NT4/200x Server to Samba
	27.2.5.1 Windows NT4 Profile Management Tools
	27.2.5.2 Side Bar Notes
	27.2.5.3 moveuser.exe
	27.2.5.4 Get SID


	27.3 Mandatory Profiles
	27.4 Creating and Managing Group Profiles
	27.5 Default Profile for Windows Users
	27.5.1 MS Windows 9x/Me
	27.5.1.1 User Profile Handling with Windows 9x/Me

	27.5.2 MS Windows NT4 Workstation
	27.5.3 MS Windows 200x/XP

	27.6 Common Errors
	27.6.1 Configuring Roaming Profiles for a Few Users or Groups
	27.6.2 Cannot Use Roaming Profiles
	27.6.3 Changing the Default Profile
	27.6.4 Debugging Roaming Profiles and NT4-style Domain Policies


	Chapter 28 PAM-Based Distributed Authentication
	28.1 Features and Benefits
	28.2 Technical Discussion
	28.2.1 PAM Configuration Syntax
	28.2.1.1 Anatomy of /etc/pam.d Entries

	28.2.2 Example System Configurations
	28.2.2.1 PAM: Original Login Config
	28.2.2.2 PAM: Login Using pam_smbpass

	28.2.3 smb.conf PAM Configuration
	28.2.4 Remote CIFS Authentication Using winbindd.so
	28.2.5 Password Synchronization Using pam_smbpass.so
	28.2.5.1 Password Synchronization Configuration
	28.2.5.2 Password Migration Configuration
	28.2.5.3 Mature Password Configuration
	28.2.5.4 Kerberos Password Integration Configuration


	28.3 Common Errors
	28.3.1 pam_winbind Problem
	28.3.2 Winbind Is Not Resolving Users and Groups


	Chapter 29 Integrating MS Windows Networks with Samba
	29.1 Features and Benefits
	29.2 Background Information
	29.3 Name Resolution in a Pure UNIX/Linux World
	29.3.1 /etc/hosts
	29.3.2 /etc/resolv.conf
	29.3.3 /etc/host.conf
	29.3.4 /etc/nsswitch.conf

	29.4 Name Resolution as Used within MS Windows Networking
	29.4.1 The NetBIOS Name Cache
	29.4.2 The LMHOSTS File
	29.4.3 HOSTS File
	29.4.4 DNS Lookup
	29.4.5 WINS Lookup

	29.5 Common Errors
	29.5.1 Pinging Works Only One Way
	29.5.2 Very Slow Network Connections
	29.5.3 Samba Server Name-Change Problem


	Chapter 30 Unicode/Charsets
	30.1 Features and Benefits
	30.2 What Are Charsets and Unicode?
	30.3 Samba and Charsets
	30.4 Conversion from Old Names
	30.5 Japanese Charsets
	30.5.1 Basic Parameter Setting
	30.5.2 Individual Implementations
	30.5.3 Migration from Samba-2.2 Series

	30.6 Common Errors
	30.6.1 CP850.so Can't Be Found


	Chapter 31 Backup Techniques
	31.1 Features and Benefits
	31.2 Discussion of Backup Solutions
	31.2.1 BackupPC
	31.2.2 Rsync
	31.2.3 Amanda
	31.2.4 BOBS: Browseable Online Backup System


	Chapter 32 High Availability
	32.1 Features and Benefits
	32.2 Technical Discussion
	32.2.1 The Ultimate Goal
	32.2.2 Why Is This So Hard?
	32.2.2.1 The Front-End Challenge
	32.2.2.2 Demultiplexing SMB Requests
	32.2.2.3 The Distributed File System Challenge
	32.2.2.4 Restrictive Constraints on Distributed File Systems
	32.2.2.5 Server Pool Communications
	32.2.2.6 Server Pool Communications Demands
	32.2.2.7 Required Modifications to Samba

	32.2.3 A Simple Solution
	32.2.4 High-Availability Server Products
	32.2.5 MS-DFS: The Poor Man's Cluster
	32.2.6 Conclusions


	Chapter 33 Handling Large Directories
	Chapter 34 Advanced Configuration Techniques
	34.1 Implementation
	34.1.1 Multiple Server Hosting
	34.1.2 Multiple Virtual Server Personalities
	34.1.3 Multiple Virtual Server Hosting



	Part IV Migration and Updating
	Chapter 35 Updating and Upgrading Samba
	35.1 Key Update Requirements
	35.1.1 Upgrading from Samba-3.0.x to Samba-3.2.0
	35.1.2 Upgrading from Samba-2.x to Samba-3.0.25
	35.1.3 Quick Migration Guide

	35.2 New Featuers in Samba-3.x Series
	35.2.1 New Features in Samba-3.2.x Series
	35.2.2 New Features in Samba-3.0.x
	35.2.2.1 Configuration Parameter Changes
	35.2.2.2 Removed Parameters
	35.2.2.3 New Parameters
	35.2.2.4 Modified Parameters (Changes in Behavior)

	35.2.3 New Functionality
	35.2.3.1 TDB Data Files
	35.2.3.2 Changes in Behavior
	35.2.3.3 Passdb Backends and Authentication
	35.2.3.4 LDAP



	Chapter 36 Migration from NT4 PDC to Samba-3 PDC
	36.1 Planning and Getting Started
	36.1.1 Objectives
	36.1.1.1 Domain Layout
	36.1.1.2 Server Share and Directory Layout
	36.1.1.3 Logon Scripts
	36.1.1.4 Profile Migration/Creation
	36.1.1.5 User and Group Accounts

	36.1.2 Steps in Migration Process

	36.2 Migration Options
	36.2.1 Planning for Success
	36.2.2 Samba-3 Implementation Choices


	Chapter 37 SWAT: The Samba Web Administration Tool
	37.1 Features and Benefits
	37.2 Guidelines and Technical Tips
	37.2.1 Validate SWAT Installation
	37.2.1.1 Locating the SWAT File
	37.2.1.2 Locating the SWAT Support Files

	37.2.2 Enabling SWAT for Use
	37.2.3 Securing SWAT through SSL
	37.2.4 Enabling SWAT Internationalization Support

	37.3 Overview and Quick Tour
	37.3.1 The SWAT Home Page
	37.3.2 Global Settings
	37.3.3 Share Settings
	37.3.4 Printers Settings
	37.3.5 The SWAT Wizard
	37.3.6 The Status Page
	37.3.7 The View Page
	37.3.8 The Password Change Page



	Part V Troubleshooting
	Chapter 38 The Samba Checklist
	38.1 Introduction
	38.2 Assumptions
	38.3 The Tests

	Chapter 39 Analyzing and Solving Samba Problems
	39.1 Diagnostics Tools
	39.1.1 Debugging with Samba Itself
	39.1.2 Tcpdump
	39.1.3 Ethereal
	39.1.4 The Windows Network Monitor
	39.1.4.1 Installing Network Monitor on an NT Workstation
	39.1.4.2 Installing Network Monitor on Windows 9x/Me


	39.2 Useful URLs
	39.3 Getting Mailing List Help
	39.4 How to Get Off the Mailing Lists

	Chapter 40 Reporting Bugs
	40.1 Introduction
	40.2 General Information
	40.3 Debug Levels
	40.3.1 Debugging-Specific Operations

	40.4 Internal Errors
	40.5 Attaching to a Running Process
	40.6 Patches

	Chapter 41 Managing TDB Files
	41.1 Features and Benefits
	41.2 Managing TDB Files


	Part VI Reference Section
	Chapter 42 How to Compile Samba
	42.1 Access Samba Source Code via Subversion
	42.1.1 Introduction
	42.1.2 Subversion Access to samba.org
	42.1.2.1 Access via ViewCVS
	42.1.2.2 Access via Subversion


	42.2 Accessing the Samba Sources via rsync and ftp
	42.3 Verifying Samba's PGP Signature
	42.4 Building the Binaries
	42.4.1 Compiling Samba with Active Directory Support
	42.4.1.1 Installing the Required Packages for Debian
	42.4.1.2 Installing the Required Packages for Red Hat Linux
	42.4.1.3 SuSE Linux Package Requirements


	42.5 Starting the smbd nmbd and winbindd
	42.5.1 Starting from inetd.conf
	42.5.2 Alternative: Starting smbd as a Daemon
	42.5.2.1 Starting Samba for Red Hat Linux
	42.5.2.2 Starting Samba for Novell SUSE Linux



	Chapter 43 Portability
	43.1 HPUX
	43.2 SCO UNIX
	43.3 DNIX
	43.4 Red Hat Linux
	43.5 AIX: Sequential Read Ahead
	43.6 Solaris
	43.6.1 Locking Improvements
	43.6.2 Winbind on Solaris 9


	Chapter 44 Samba and Other CIFS Clients
	44.1 Macintosh Clients
	44.2 OS2 Client
	44.2.1 Configuring OS/2 Warp Connect or OS/2 Warp 4
	44.2.2 Configuring Other Versions of OS/2
	44.2.3 Printer Driver Download for OS/2 Clients

	44.3 Windows for Workgroups
	44.3.1 Latest TCP/IP Stack from Microsoft
	44.3.2 Delete .pwl Files After Password Change
	44.3.3 Configuring Windows for Workgroups Password Handling
	44.3.4 Password Case Sensitivity
	44.3.5 Use TCP/IP as Default Protocol
	44.3.6 Speed Improvement

	44.4 Windows 95/98
	44.4.1 Speed Improvement

	44.5 Windows 2000 Service Pack 2
	44.6 Windows NT 3.1

	Chapter 45 Samba Performance Tuning
	45.1 Comparisons
	45.2 Socket Options
	45.3 Read Size
	45.4 Max Xmit
	45.5 Log Level
	45.6 Read Raw
	45.7 Write Raw
	45.8 Slow Logins
	45.9 Client Tuning
	45.10 Samba Performance Problem Due to Changing Linux Kernel
	45.11 Corrupt tdb Files
	45.12 Samba Performance is Very Slow

	Chapter 46 LDAP and Transport Layer Security
	46.1 Introduction
	46.2 Configuring
	46.2.1 Generating the Certificate Authority
	46.2.2 Generating the Server Certificate
	46.2.3 Installing the Certificates

	46.3 Testing
	46.4 Troubleshooting

	Chapter 47 Samba Support
	47.1 Free Support
	47.2 Commercial Support

	Chapter 48 DNS and DHCP Configuration Guide
	48.1 Features and Benefits
	48.2 Example Configuration
	48.2.1 Dynamic DNS
	48.2.2 DHCP Server


	Chapter A GNU General Public License version 3
	Glossary
	SUBJECT INDEX


